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Styrelsen och verkstéllande direktéren for Entercard Group AB avger harmed arsredovisning for rakenskapsaret 2025.

Verksamheten

Entercard Group AB verkar pa den nordiska marknaden for betalnings- och
finansieringstjanster, med utgivning av kreditkort och konsumentkrediter
under foretagets eget varumarke re:member och tillsammans med vara
partners. Nagra av vara storsta partners ar Swedbank, Coop och LO i
Sverige, och FH i Danmark. | dag har Entercard cirka 1,5 miljoner kunder
och 484 anstillda i Stockholm, Képenhamn, Oslo och Trondheim.

Entercard foljer god kreditgivningssed och tar sitt ansvar som ansvarsfull
kreditgivare. Att vi ar ansvarsfulla innebar att vi anvdander beprévade
metoder och samlar in gedigen kunddata som gor att vi kan erbjuda ratt
kredit till ratt person.

Agarférhallanden
Entercard Group AB &r ett heldgt dotterbolag till Swedbank AB (Publ).
Entercard har filialer i Norge och Danmark.

Hallbarhet

Pa Entercard ar vi medvetna om vilket inflytande vi har pa samhallet i var
roll som arbetsgivare, utgivare av kreditkort och lan, affarspartner och
samhallsaktor. Vi stodjer FN:s hallbarhetsmal och har valt att fokusera vara
insatser pa tre omraden: jamstalldhet, anstidndiga arbetsvillkor och
ekonomisk tillvéxt, samt hallbara stader och samhallen. Fokus pa
hallbarhet i samhéllet &r en integrerad del av arbetet med forverkligandet
av foretagets vision. Darutdver arbetar Entercard systematiskt for att
sakerstalla att manskliga rattigheter och anstandiga arbetsvillkor &ar
inforlivade i var verksamhet och leverantorskedja genom den norska
Sppenhetslagen (Apenhetsloven).

| den lagstadgade hallbarhetsrapporten och den norska
O6ppenhetsrapporten pa var hemsida kan du kan ldsa mer om hur Entercard
erbjuder ansvarsfull kreditgivning, bidrar till FN:s hallbarhetsmal och
sakerstaller att méanskliga rattigheter och anstandiga arbetsvillkor &ar
inforlivade i var verksamhet, i leverantorsnatverk och i vara produkter och
tjanster.

Vasentliga handelser under rakenskapsaret

Under slutet av augusti offentliggjordes att Swedbank képer Barclays
dgarandel i Entercard, vilket innebar att Entercard fran och med 1
december blev ett dotterbolag till Swedbank.

| 6vrigt har perioden fortsatt praglats av makroekonomisk osédkerhet,
exempelvis kring utvecklingen av den svenska ekonomin och effekter av ny
handelspolitik fran USA. Det senaste arens hoga inflation har bidragit till
lagre realloner vilket fortsatt paverkar kunder och kreditférluster, sarskilt
pa den svenska marknaden. Entercard fortsatter att bevaka utvecklingen
och félja befintliga kunders konsumtionsbeteende

Vasentliga handelser efter rakenskapsarets slut

Johan Salgstrom tilltradde som vd for Entercard i januari 2026 och ersatte
darmed tidigare vd Jan Haglund.
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Swedbank avser att minska risken inom Entercards konsument-
finansieringsverksamhet. Under januari 2026 fattade Swedbank ett
inriktningsbeslut att avyttra Entercards portfolj av konsumtionslan utan
sakerheter, vilken per férvarvsdatum uppgick till cirka 40 procent av
Entercards totala laneportfélj, eller cirka 13 mdkr. Entercard bekraftar
inriktningen fran Swedbank och eftersom dessa balanser avses att avyttras
inom snar framtid snarare an innehas for att erhalla avtalsenliga
kassafléden, kommer tillhérande reserveringar for befarade kreditférluster
att behéva omréknas.

Framtida utveckling
Bolagets strategi fokuserar pa befintliga produkter och ett fordjupat
samarbete med Swedbank, samt en anpassning av riskprofilen.

Det globala makroekonomiska laget och de pagdende geopolitiska
spdnningarna fortsatter att skapa en hog grad av osdkerhet.
Konsumenternas fortroende férvantas forbli forsiktigt trots en positiv
utveckling av makroekonomin.

Forandrade konsumentforvantningar pa personanpassningar och
bekvamlighet kommer dven fortsattningsvis att paverka lojalitet och
konkurrensdifferentiering. Entercard kommer att ytterligare starka
kundupplevelsen genom investeringar i enkla, effektiva och intuitiva
digitala grénssnitt samt riktade forbattringar av produktutbudet.
Avancerad dataanalys kommer dven framdver att vara en central
mojliggorare for Entercards framgang - genom att fatta mer datadrivna
beslut inom marknadsfoéring, forsaljning, kreditbedémning och
prissattning.

Utover det utmanande makroekonomiska laget och forandrade
kundbeteenden utvecklas dven det regulatoriska landskapet snabbt.
Myndigheter i Europa och Norden infor allt fler dtgarder for att starka
konsumentskydd, informationssakerhet och transparens. Bolaget fortsatter
att investera i system, processer och kompetens for att uppfylla nya och
kommande regelverkskrav, daribland AML-paketet, bankpaketet (CRR
11I/CRD VI), DORA, det nya konsumentkreditdirektivet, EU:s
tillganglighetsdirektiv, betalningspaketet/open banking, Al-

forordningen, och de nya reglerna for att motverka 6verskuldsattning i
Sverige.

Resultat, [lonsamhet och stallning

Rorelseintakterna uppgick till 2 975,3 mkr (fg ar 2 965,0 mkr) och
rorelseresultatet uppgick till 494,0 mkr (290,4 mkr). Total utlaning till
allménheten fore reserveringar uppgick till 32 183,7 mkr (34 273,2 mkr).
Bokforda vardet av osdkra fordringar uppgick till 1 979,8 mkr (1 946,4 mkr)
vilket motsvarar 6,88 % av kreditstocken. Totala reserveringar uppgick till
3 424,7 mkr (3 375,2 mkr).

Personal
Antalet anstéllda vid &rets slut var 484 (482). Ovriga upplysningar om
personal, I6ner och ersattningar framgar av not 6.

Sida 3 av 45

Signed IF, CM, JZ, PH, JB, RM, JS, HNA, EPE, PN, YZ



Entercard Group AB
556673-0585

Riskhantering

Inom ramen for Entercards affarsverksamhet uppkommer olika risker,
sasom kreditrisk, operativ risk, marknadsrisk, likviditetsrisk och kapitalrisk.
For Entercard ar kreditrisken den dominerande risken. Entercard
efterstrdvar en val balanserad kreditportfélj med riskspridning genom en
bred kundbas kombinerat med god och omfattande kontroll pa
kreditforlustutvecklingen i sina portfoljer.

Styrelsen och VD ar ytterst ansvariga for riskhantering. Riskhanteringen
syftar till att sdkerstélla att de risker som tas i verksamheten inte hotar
Entercards solvens eller likviditet, samt att nivan pa riskerna ar val avvagda
i forhallande till den mojliga avkastningen. Detta gors ytterst genom att
sdkerstalla att risknivaerna inte Gverstiger den riskaptit som &r faststalld av
styrelsen.

Entercard arbetar kontinuerligt med hanteringen av de operativa riskerna
genom att forbattra processer, system, tillganglighet och sakerhet. En mer
detaljerad beskrivning av riskerna finns i not 2.
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Likviditet och upplaning
Upplaningen ar sin helhet Swedbank AB. Entercards likviditetsbehov
tillgodoses genom lan som erhalles fran dgarbolagen och genom en

betydande buffert av likvida tillgangar. Entercards likvida medel uppgick
vid arets slut till 3 927,1 mkr (2 799,5 mkr).

Entercard hanterar likviditetsrisk genom att ha langa loptider pa sin
finansiering. Fran december 2025 blev Entercard en del av Swedbanks
likviditetsundergrupp, vilket sékerstaller en betryggande tillgang till
likviditet. Entercard haller darfor ingen reserv av likvida tillgangar pa
individuell niva. Stabil nettofinansieringskvot (Net Stable Funding Ratio,
NSFR) uppgick till 137 % (128 %).

Ytterligare information om likviditetsreserv och likviditetshantering lamnas
i Arlig information om kapitaltickning och riskhantering (Pillar 3).

Kapitaltackning
Total kapitalrelation for Entercard uppgick vid arsskiftet till 19,6 % (18,7 %).

Kapitalbasens sammanséattning och berdknade kapitalkrav framgar i
efterféljande kapitaltdckningsanalys i not 24.
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Balanserade vinstmedel fran foregaende ar

Arets resultat

Summa att disponera

5049 158 576
360 506 764
5409 665 340

till aktiedagarna utdelas

i ny rakning balanseras

Summa
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5409 665 340
5409 665 340

Sida 5 av 45



Entercard Group AB
556673-0585

Utlaning till kreditinstitut

Utlaning till allmanheten, netto

Obligationer och andra rantebarande vardepapper
Ovriga tillgdngar

Summa tillgangar

Skulder till kreditinstitut

Ovriga skulder och avsattningar

Eget kapital

Summa skulder, avsattningar och eget kapital
Réntenetto

Provisionsnetto

Nettoresultat finansiella transaktioner

Ovriga intakter

Summa intdkter

Summa kostnader

Resultat fore kreditforsluster, svensk bankskatt och
resolutionsavgifter

Kreditforluster, netto

Svensk bankskatt och resolutionsavgifter*
Rérelseresultat

Skatt pa arets resultat

Arets resultat

*Resolutionsavgifterna for 2021 klassificerades som rantekostnader.
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3968 262
28 759 084
594 419
33321765
27 294 521
543 530
5483715
33321765
2481795
439 307
3488

50 684
2975274
-1534 252

1441022
-935 653
-11416
493 953
-133 446
360 507

2799 482
30 898 064
1740924
514 135
35952 605
30457 789
302992
5191824
35952 605
2438 146
471 486

-3 953

59 355
2965 034
-1498 122

1466912
-1163 950
-12 594
290 368
-60 329
230039

3234669
32170538
1539893
474 156
37 419 256
32 096 955
362429
4959 873
37 419 256
2461 860
469 350
-5256

43 818
2969772
-1440 275

1529497
-1476 725
-24 615
28 157
-43 846
-15 689

4329568
32 457 465
2160 341
484 143
39431517
33522931
504 981
5403 605
39431517
2690167
406 771
-12 117
45500
3130321
-1411561

1718760
-877 445
-20 004
821311
-177 061
644 250
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4 446 056
30474272
2875442
451727
38 247 497
31203598
519 248
6524 651
38 247 497
2970090
325594

-6 755

77 461
3366 390
-1331802

2034588
-1002 271
1032317
-186 568
845 749
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Rantemarginal % 9,6% 8,7%
*Intakter for utlaning i relation till kostnaden for upplaning

K/I-tal fére kreditférluster 0,52 0,51
*Totala kostnader fore kreditforluster i relation till totala intakter

K/I-tal efter kreditférluster 0,83 0,90
*Totala kostnader efter kreditfrluster i relation till totala intakter

Réntabilitet pa eget kapital efter skatt % 6,8% 4,53%

*Arets resultat i relation till det vagda snittet for eget kapital for innevarande samt foregaende ar.
Avkastning pa tillgangar 1,1% 0,64%

*Resultat for det finansiella aret dividerat med totala balansomslutningen

Likvidtetstackningsgrad * n/a 222%
Net Stable Funding Ratio (NSFR) 137% 128%
Kapitalbas tkr 4842 678 5050 456
Total kapitalrelation % 19,6% 18,7%

*Kapitalbas i relation till riskvagda tillgangar

Kreditforlustniva, netto % 3,3% 3,8%
*Kreditforluster i relation till utlaning till allmanheten
Andel osdkra fordringar, netto % 6,9% 6,3%

*Andel osakra fordringar, netto, i relation till utlaning till allmanheten

Medelantal anstallda 473 439

8,5%

0,48

0,98

-0,3%

0,0%

195%

129%

4 886 820

17,5%

4,6%

4,8%

476

9,8%

0,45

0,73

10,8%

1,6%

274%

133%

4983 053

17,5%

2,7%

5,2%

463

11,0%

0,40

0,69

12,9%

2,2%

326%

128%

4 686 884

17,6%

3,3%

5,2%

452

* Fran och med den 1 december 2025 ingar Entercard i Swedbanks likviditetsundergrupp och haller darfor inte ndgon egen reserv av likvida tillgangar pa

individuell niva
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Rénteintdkter 3 3537921 3965 822
Rantekostnader 8 -1 056 126 -1527 676
Rantenetto 3 2481795 2438 146
Provisionsintakter 912 333 892 669
Provisionskostnader -473 026 -421 183
Provisionsnetto 439 307 471 486
Nettoresultat finansiella transaktioner 4 3488 -3953
Ovriga intakter 50 684 59 355
Summa rorelseintdkter 2975274 2965 034
Personalkostnader 6 -590 330 -586 265
Ovriga allmédnna administrationskostnader 7 -930 734 -901 830
Summa allmdnna administrationskostnader -1521 064 -1488 095
Av- och nedskrivning av tillgangar 8,15 -13 188 -10 027
Summa rorelsekostnader -1534 252 -1498 122
Resultat fore kreditforsluster, svensk bankskatt och resolutionsavgifter 1441022 1466912
Kreditforluster, netto 9 -935 653 -1163 950
Svensk bankskatt och resolutionsavgifter 28 -11 416 -12 594
Rérelseresultat 493 953 290 368
Skatt pa arets resultat 10 -133 446 -60 329
Arets resultat 360 507 230039
Arets resultat redovisat dver resultatrikning 360 507 230039
Komponenter som inte kommer att omklassificeras till resultatrakningen

Omvarderingar av formansbestamda pensionsplaner 6 -6 147 -3793
Skatt relaterat till ovanstaende 10 1266 781
Summa -4 881 -3 012
Orealiserade vardeforandringar verkligt varde reserv 4 -602 4694
Valutakursdifferenser vid omrakning av utlandsverksamhet -78 822 301
Skatt relaterat till ovanstaende 10 15 689 -71
Summa -63 735 4924
Totalt 6vrigt totalresultat -68 616 1912
Arets totalresultat 291 891 231951
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Utlaning till kreditinstitut 11 3968 262 2799 482
Utlaning till allmanhet, netto 12,13 28 759 084 30 898 064
Obligationer och andra rantebarande vardepapper - 1740924
Immateriella tillgangar 14 69 049 32487
Materiella tillgangar 16 13382 18 825
Nyttjanderattstillgangar 15 188 156 -
Uppskjuten skatt 10 - 3402
Ovriga tillgdngar 17 216 625 395179
Forutbetalda kostnader och upplupna intdkter 18 107 207 64 242
Summa tillgangar 33321765 35952 605
Skulder till kreditinstitut 19 27294 521 30457 789
Uppskjuten skatteskuld 10 102 -
Ovriga skulder 20 165 828 103 264
Leasingskulder 15 188 418 -
Upplupna kostnader och férutbetalda intakter 21 172384 182363
Pensionsskuld, netto 6 3016 4449
Ovriga avsattningar 13 13782 12916
Summa skulder 27 838 050 30 760 781
Aktiekapital (5 000 aktier) 5000 5000
Fond for utvecklingsutgifter 69 049 32487
Reserver -348 983 -286 117
Balanserad vinst 5758 649 5440 454
Summa eget kapital 5483715 5191824
Summa skulder och eget kapital 33321765 35952 605
Noter ej direkt relaterade till resultatrakningen, balansrakningen, kassaflodesanalysen eller férandringar i eget kapital:
Not 1 - Redovisningsprinciper
Not 2 - Risker och riskhantering
Not 5 - Intdkternas geografiska fordelning
Not 15 - Leasingobjekt
Not 22 - Stallda sdkerheter och eventualforpliktelser
Not 23 - Tillgdngar och skulder férdelat pa valutor omréaknade till svenska kronor
Not 24 - Kapitaltdckningsanalys
Not 25 - Narstdende relationer
Not 26 - Klassificering och vardering av finansiella skulder och tillgangar
Not 27 - Specifikation av justeringar fér poster som ej ingar i kassaflodet
Not 28 - Specifikation av bankskatt och resolutionsavgifter
Not 29 - Forslag till vinstdisposition (kronor)
Not 30 - Vasentliga handelser efter rakenskapsarets slut
Not 31 - Legal dgarstruktur
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Ingdende balans 1 januari 2024 5 000 19422 -286 924 -4 117 5226 491 4 959 873
Overforing till/frdn bundna medel 13 065 -13 065 -
Arets totalresultat 1372 3552 227 027 231951
varav redovisat 6ver resultatrédkningen - - 230039 230039
varav redovisat éver évrigt totalresultat 301 4694 -3793 1202
varav skatt redovisat éver 6vrigt totalresultat 1071 -1142 781 710
Utgdende balans 31 december 2024 5 000 32487 -285 552 -565 5440453 5191824
Ingdende balans 1 januari 2025 5000 32487 -285 552 -565 5440453 5191824
Overféring till/frdn bundna medel 36 562 - - -36 562 -
Overféring till balanserad vinst - 869 -869 -
Arets totalresultat -63 431 -304 355626 291 891
varav redovisat 6ver resultatrikningen - - 360507 360507
varav redovisat éver évrigt totalresultat -78 822 -602 -6 147 -85571
varav skatt redovisat éver 6vrigt totalresultat 15391 298 1266 16 955
Utgdende balans 31 december 2025 5000 69 049 -348 983 - 5758 649 5483715

Eget kapital

Aktiekapitalet bestar av 5 000 aktier med ett kvotvarde om 1 000 SEK. Av
aktiekapitalets totalt 5000 aktier utg6rs 3000 av A-aktier och 2000 av B-
aktier. Fond for utvecklingsutgifter, klassificerad som bundet kapital,
6kar med vardet motsvarande under arets aktiverade internt
upparbetade immateriella tillgangar. Fonden reduceras med arets

ackumulerats inom fonden. Omrakningsreserven relaterar till omrakningen

avskrivning och nedskrivning relaterat till immateriella tillgangar som
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obligationsportféljens verkliga varde.

Signed IF, CM, JZ, PH, JB, RM, JS, HNA, EPE, PN, YZ

av de utlandska filialerna fran deras funktionella valuta till deras
presentationsvaluta. Verkligt varde reserven bestar av férandringar av
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Den I6pande verksamheten

Rorelseresultat

Justering for poster som inte ingar i kassaflodet

Betalda skatter

Kassaflodet i den I6pande verksamheten fore forandring av rorelsekapital
Forandringar i rorelsekapital

Okning/minskning av utléning till allmanheten

Okning/minskning av évriga tillgdngar

Okning/minskning av obligationer och andra rintebirande viardepapper
Okning/minskning av évriga skulder

Kassaflode fran forandringar i rérelsekapital

Investeringsverksamheten

Forvarv avimmateriella tillgangar

Forvarv av materiella tillgangar

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Okning/minskning av skulder till kreditinstitut

Kassaflode fran finansieringsverksamheten

LIKVIDA MEDEL VID ARETS BORIAN

ARETS KASSAFLODE

Valutakursdifferenser i likvida medel

LIKVIDA MEDEL VID ARETS SLUT

Kommentarer till kassaflodesanalys

Kassafl6desanalysen visar in- och utbetalningar under aret samt likvida
medel vid arets borjan och slut. Kassaflodesanalysen redovisas enligt
indirekt metod och delas in i in- och utbetalningar fran den I6pande
verksamheten, investeringsverksamheten samt
finansieringsverksamheten.

Den I6pande verksamheten

Kassaflédet fran den I6pande verksamheten utgar fran arets
rorelseresultat. Justering gors for poster som inte ingar i den l6pande
verksamhetens kassafléde. Férandringar i den I6pande verksamhetens
tillgangar och skulder bestar av sadana poster som ingar i den normala
affarsverksamheten sasom utlaning till allménheten och kreditinstitut
och som inte &r att hdnféra till investerings- eller
finansieringsverksamheten. | kassaflodet ingar ranteinbetalningar med
3538 mkr.
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493 953
27 49911
-133 329
410535

1678 864
166 212
1707 726
37 662
3590 463

-41 507
-350
-41 857

-2798 203
-2798 203
2799 482

1160937

-33 346

3927073

Investeringsverksamheten

290 368
197 565
-11 860
476 073

1122756
-131030
-205 458

-39 202
747 065

-17 974
-3514
-21 488

-1632623
-1632 623
3234669
-430 973
-4213

2799 482

Investeringsverksamheten bestar av forvarv respektive forsaljning av

anlaggningstillgangar.

Finansieringsverksamheten
Under foérandring av finansiering fran kreditinstitut ingar nettoférandring av

upplaning. | kassaflédet ingar ranteutbetalningar med 1 056 mkr. Avstamning
av skulder som hérrér fran finansieringsverksamheten; ingaende balans 2025,
30 458 mkr, arets kassaflode - 2 798 mkr, valutakursférandring - 365 mkr pa

ingdende balans, utgdende balans 27 295 mkr.

Likvida medel

Likvida medel bestar av saldo pa inlaningskonto i Swedbank AB, Sparebank 1
Ser-Norge ASA, Sydbank A/S och Aktia Bank Abp.

Signed IF, CM, JZ, PH, JB, RM, JS, HNA, EPE, PN, YZ
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Arsredovisningen avser riakenskapsar som slutar den 31 december 2025 och avser Entercard Group AB, org.nr. 556673-0585, med site i Stockholm.

Adressen till huvudkontoret ar Klarabergsgatan 60, 111 21 Stockholm.

Grunder for redovisningen

Tillampade redovisningsprinciper foljer Lag om arsredovisning i
kreditinstitut och vardepappersbolag (ARKL) och Finansinspektionens
foreskrifter och allménna rad (FFFS 2008:25), inklusive
andringsforeskrifter, samt rekommendationen RFR 2 Redovisning for
juridiska personer, utgiven av Radet for finansiell rapportering. Bolaget
tillampar darigenom IFRS sa langt det ar forenligt med lag (limited-by-
law) och hanvisar till standarder som har antagits for tillampning sa langt
det &r forenligt med begransningarna enligt ARKL, FFFS 2008:25 och RFR
2.

Arsredovisningen for Entercard Group AB har godkints for utfirdande av
styrelsen och verkstéllande direktoren den 26 mars 2026. Resultat- och
balansrakning blir foremal for faststallande pa arsstimman den 2 april
2026.

Redovisningen presenteras i svenska kronor och alla varden ar
avrundade till tusental kronor (tkr) om inget annat anges.

Hallbarhet

| hallbarhetsrapporten och den norska 6ppenhetsrapporten pa var
hemsida kan du kan ldsa mer om hur Entercard erbjuder ansvarsfull
kreditgivning, bidrar till FN:s hallbarhetsmal och sdkerstaller att
manskliga rattigheter och anstandiga arbetsvillkor &r inforlivade i var
verksamhet och leverantdrsnatverk.

Forandring av redovisningsprinciper och upplysningar

Fran 2025 tillampar Entercard IFRS 16 Leasingavtal. Tidigare har bolaget,
i enlighet med IFRS sdsom antagna av EU med tillampning av
undantagen i RFR 2, inte tillampat IFRS 16 fullt ut i juridisk person.
Leasingavtal har darfor tidigare redovisats som operationella
leasingavtal.

Overgéngen till IFRS 16 har genomférts i enlighet med standardens
Overgangsbestaimmelser i IFRS 16 Appendix C. Bolaget har valt den
modifierade retroaktiva metoden enligt IFRS 16.C5(b). | enlighet med
IFRS 16.C7-C8 har jamforelsetal inte rdknats om. Den samlade effekten
av 6vergangen har redovisats direkt mot balanserade vinstmedel per
overgangstidpunkten.

IAS 8 kraver retroaktiv tilldmpning vid andring av redovisningsprinciper
(IAS 8.19-22), savida inte en standard innehaller sarskilda
overgangsregler. Eftersom IFRS 16 innehaller specifika
overgangsbestammelser har dessa tillampats.

Utover ovanstaende har inga nya redovisningsprinciper eller andringar i
arsredovisningen tillampats under rakenskapsaret 2025.

Nya standarder och tolkningar

Standarder, andringar av standarder samt tolkningar vilka har inforts
2024 eller senare som utfardats av International Accounting Standard
Board (IASB) och IFRS Interpretations Committee har betraktats som
immateriella eller inte tillampliga for Entercards arsredovisning. IFRS 18
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Presentation and Disclosure in Financial Statements trader i kraft 2027 och
ersatter IAS 1. Bolaget bedomer att standarden endast kommer att ha en
begrénsad paverkan pa den externa presentationen av de finansiella
rapporterna, dven om inférandet innebar vissa interna anpassningar sdsom
genomgang av kontoplan och klassificering.

Betydande bedomningar och uppskattningar

Presentationen av finansiella rapporter i 6verensstammelse med IFRS kréver
att foretaget gor bedomningar och uppskattningar som paverkar
rapporterade belopp for tillgdngar, skulder och upplysningar om
eventualtillgangar och eventualforpliktelser pa balansdagen sa vél som
redovisade intdkter och kostnader under rapportperioden. Féretagsledningen
utvarderar I6pande dessa bedomningar och uppskattningar inklusive
bedémningar om reserveringar for kreditforluster (not 2 och 13).
Beddmningar och uppskattningar som paverkar arsredovisningen beskrivs
under respektive sektion i not 1.

Vasentliga redovisningsprinciper

Finansiella rapporter &r ett strukturerat atergivande av ett féretags finansiella
stéllning, finansiella resultat och kassafléden, som ar anvandbara vid
ekonomiska beslut. Av de finansiella rapporterna framgar ocksa resultaten av
foretagsledningens forvaltning av de resurser som anfortrotts dem.
Fullstdndiga finansiella rapporter utgors av balansrdkning, rapport 6ver
totalresultat, rapport 6ver forandringar i eget kapital, rapport 6ver
kassafloden samt noter. Entercard presenterar rapporten over totalresultat i
form av tva rapporter. En separat resultatrdkning redovisas som innehaller
alla intakts- och kostnadsposter savida inte en sarskild IFRS-standard kraver
eller tillater annat. Om en IFRS-standard kraver eller tillater ndgot annat
redovisas det i 6vrigt totalresultat. Rapporten 6ver totalresultatet innehaller
resultat som redovisats 6ver resultatrakningen samt ingdende komponenter i
ovrigt totalresultat.

| kassaflédesanalysen redovisas enhetens férandring av likvida medel under
en period. Entercard redog6r férandringar i sina skulder som harrér fran
finansieringsverksamheten, inklusive forandringar hanforligt till kassafloden
och fordandringar som inte paverkar kassaflédet.

Arsredovisningen presenteras i svenska kronor, vilket ocksa ar den
funktionella valutan och rapporteringsvalutan.

Med funktionell valuta avses den valuta som framst anvands i de priméara
ekonomiska miljoer dar bolaget bedriver sin verksamhet. Transaktioner i
annan valuta dn den funktionella valutan, utlandsk valuta, bokférs initialt till
valutakursen pa transaktionsdagen. Redovisning for varje enhet av Entercard
presenteras i enlighet med den valuta som aterspeglar den lokala miljén.
Tillgangar och skulder i filialer med annan funktionell valuta &n svenska
kronor omraknas till rapporteringsvalutan med valutakursen per
balansdagen. Resultatrakningen omraknas av praktiska skal till periodens

snittkurs. Uppkomna omrakningsdifferenser redovisas i 6vrigt totalresultat.
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Forsta redovisningstillfalle

Entercard redovisar, enligt IFRS 9, en finansiell tillgang eller en finansiell
skuld i rapporten 6ver finansiell stdlining nar Entercard blir en avtalspart
i tillhandahallandet av instrumentet.

Klassificering och vardering

Finansiella tillgangar

Bolagets tillampade principer for klassificering och vérdering av
finansiella tillgangar baseras pa en bedomning av bade (i) foretagets
affarsmodell for férvaltningen av finansiella tillgangar, och (ii)
egenskaperna hos de avtalsenliga kassaflédena fran den finansiella
tillgangen.

Foljande finansiella tillgangar varderas till upplupet anskaffningsvarde pa
grund av att tillgangarna innehas inom ramen for en affarsmodell vars
mal &r att inneha finansiella tillgangar i syfte att inkassera avtalsenliga
kassafloden samt att de avtalade villkoren for de tillgangarna ger vid
bestdmda tidpunkter upphov till kassafloden som bara ar betalningar av
kapitalbelopp och rénta pa det utestdende kapitalbeloppet;

- Utlaning till kreditinstitut
- Utlaning till allmanheten
- Ovriga finansiella tillgdngar

Utlaning till allmanheten omfattar bade konsumentlan och
kreditkortsbalanser. Utestdende kreditkortsfordran redovisas under
utldning till allmanheten.

Ranteintdkter avseende utlaning till kreditinstitut och utlaning till
allmanheten redovisas som intakt nar de intjanas, vilket innebar att
ranteintdkter och rantekostnader periodiseras till den period de avser
enligt effektivrantemetoden. Ranteintakter pa balanser skickade till
inkassobyraer intaktsféres nar intakten ar intjanad.

Ovriga finansiella tillgdngar vérderas till upplupet anskaffningsvarde.
Eftersom aterstaende l6ptid ar kort och diskonteringseffekten bedéms
inte paverka den finansiella rapporteringen vasentligt, varderas
tillgangen till nominellt vdrde utan diskontering. Nedskrivning bedéms
individuellt per balanspost.

| januari 2025 inforde Riksbanken en dndring av Riksbankslagen som ger
den mojlighet att ta emot rantefria inlaningar fran banker och
kreditinstitut i Sverige. Utlaningen till Riksbanken kommer att redovisas
till upplupet anskaffningsvarde och omfattas av ECL. Eftersom risken for
fallissemang ar nara noll kommer kreditférlustreserven att vara
ovasentlig, och nagon nedskrivning behovs darfor inte. Det finns inga
ytterligare upplysningskrav.

Foljande finansiella tillgdngar varderas till verkligt varde via 6vrigt
totalresultat pa grund av att de finansiella tillgangarna innehas enligt en
affarsmodell vars mal kan uppnas bade genom att samla in avtalsenliga
kassafléden och sélja tillgangarna samt att de avtalade villkoren for de
tillgangarna ger vid bestamda tidpunkter upphov till kassafloden som
bara ar betalningar av kapitalbelopp och ranta pa det utestdende
kapitalbeloppet;

-Obligationer och andra rantebarande vardepapper

Vardering sker till verkligt varde med orealiserade vardeférandringar
redovisade i Ovrigt totalresultat. Den orealiserade vardeféréndringen
ackumuleras i verkligt varde-reserven. Vid avyttring redovisas realiserad
vardeforandring i resultatrakningen pa raden Nettoresultat av finansiella
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transaktioner och férs darmed bort fran Ovrigt totalresultat och verkligt
vdrde-reserven.

Réanteintdkter pa obligationer och andra rantebarande vardepapper berdknas
enligt effektivrantemetoden och redovisas i resultatrakningen pa raden
Ranteintdkter. Nedskrivningar och eventuella valutakursférandringar
redovisas i resultatrakningen pa raden Nettoresultat av finansiella
transaktioner.

Verkliga varden kategoriseras i olika nivaer i hierarkin for verkligt varde pa
basis av den typ av indata som anvands i varderingstekniken. Eftersom
Entercards instrument i denna kategori varderas till verkligt varde med
utgangspunkt i priser som ar noterade pa en aktiv marknad for identiska
instrument inkluderas de i niva 1. Entercard innehar inga instrument som
kategoriseras i niva 2 eller niva 3.

Finansiella skulder
Foljande skulder ar klassificerade och varderade till upplupet
anskaffningsvarde.

-Skulder till kreditinstitut
-Leverantorsskulder

Skulder till kreditinstitut varderas till upplupet anskaffningsvarde. Upplaning
sker normalt till rorlig ranta. Med tanke pa den presenterade bakgrunden
anses alla redovisade varden motsvara verkligt varde.

Leverantorsskulder varderas till upplupet anskaffningsvarde. Den férvantade
I16ptid av skulderna ar kort varfor vardering gors till nominellt virde utan
diskontering eller nedskrivning.

Bortbokning

Borttagande av finansiella tillgangar sker da rattigheten att erhalla
kassafloden forfallit eller i allt vasentligt overforts till annan part. Bortbokning
av finansiella skulder sker nar skulden utslackts genom att avtalet fullgjorts,
annullerats eller upphort.

Omklassificeringar

Om bolaget andrar affarsmodell sa kommer en omklassificering genomféras
och redovisas. Sadana forandringar férvantas dock intréffa mycket sallan.
Sadana andringar faststalls av foretagets verkstallande ledning till foljd av
yttre eller inre férandringar och maste vara betydande for féretagets
verksamhet och pavisbara for externa parter.

Likvida medel och utlaning till allmanheten som klassificerats som upplupet
anskaffningsvarde redovisas i balansrakningen pa likviddag. Lanefordringar
redovisas vid forsta redovisningstillfalle till anskaffningsvarde, vilket utgoérs av
utbetalt lanebelopp med avdrag for erhallna avgifter och tilldgg for kostnader
som utgor en integrerad del i avkastningen. Den rantesats som ger
lanefordrans anskaffningsvarde som resultat vid berdkning av nuvardet av
framtida betalningar utgér den effektiva anskaffningsrantan. Som ranteintakt
redovisas erhallna rantebetalningar samt férandringen av lanefordrans
upplupna anskaffningsvarde under perioden, vilket medfor att en jamn
avkastning erhalls.

Reserver for kreditforluster redovisas for foljande instrument: finansiella
tillgangar som varderas till upplupet anskaffningsvarde och oaterkalleliga
ldneataganden.

Reserven for kreditforluster varderas enligt en modell for forvantade

kreditforluster och speglar ett sannolikhetsvagt belopp som bestdams genom
att utvardera en rad majliga utfall med hansyn tagen till all rimlig och
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verifierbar information som ar tillgénglig pa rapporteringsdagen.
Kreditforlustreserveringarna varderas utifran om det intraffat en
betydande 6kning av kreditrisken jamfort med forsta
redovisningstillfallet. Samtliga av Entercards kreditexponeringar fordelas
i tre olika “steg”, enligt IFRS 9-standarden.

Steg 1

Sa snart ett finansiellt instrument har uppstatt eller inforskaffats,
redovisas en 12-manaders forvantad kreditforlust och en kreditforlust-
reservering faststdlls. Detta tjanar som en proxyvariabel for de initiala
forvantningarna avseende kreditforluster. For finansiella tillgangar
berdknas ranteintakterna pa det bokférda bruttovardet (det vill séga
utan justering for forvantade kreditforluster).

Steg 2

Om kreditrisken 6kar betydligt och den resulterande kreditkvalitén inte
anses vara lag kreditrisk, redovisas da forvantad kreditférlust for hela
livslangden. Livstidsforvantad kreditforlust redovisas endast om
kreditrisken 6kar avsevart fran nar foretaget lanade ut eller kopte det
finansiella instrumentet. Som en sakerhetssparr placeras dven fordringar
forfallna med mer an 30 dagar i Steg 2, oavsett forvantad forlust.
Berdkningen av ranteintakter pa finansiella tillgangar forblir den samma
som for steg 1. Se not 2 for ytterligare information.

Steg 3

Om kreditrisken for en finansiell tillgang okar till den punkten att den
anses vara i fallissemang, berdknas ranteintakterna baserat pa det
upplupna anskaffningsvardet (det vill sdga bruttobeloppet justerat for
kreditférlusten). Livstidsférvantade kreditforluster redovisas fortfarande
pa dessa finansiella tillgangar.

Redovisning av forvantade kreditforluster — utlaning till
allmanheten

Tillampningen av redovisningsprinciperna innebar att forvantade
kreditforluster redovisas pa alla poster i balansrakningen som vérderas
till upplupet anskaffningsvarde. Férvantade kreditforluster pa lamnade
laneantaganden, outnyttjade beviljade krediter, redovisas som en
avsattning.

Berakningar av forlustreserver gérs med utgangspunkt fran data som
genererats i befintliga interna riskklassificeringsmodeller.
Forlustreserverna berdknas utifran tillgangarnas kontrakterade
kassafléden. Nuvardet av den forvantade kreditférlusten ("Expected
Credit Loss” — ECL) berdknas genom att summera nuvardena av den
forvantade exponeringen vid fallissemang ("Exposure at Default” - EAD)
for varje tidpunkt i respektive kassafléde och multiplicera med risken for
fallissemang (”Probability of Default” — PD) och férlust givet fallissemang
(”Loss Given Default” - LGD). Aven om dessa parametrar har samma
benamningar som vid tillampning av interna ratingmodeller for
kapitaltackningsandamal sa har parametrarna bestamts pa ett annat satt
for redovisningsandamal sa att de aterspeglar neutrala och objektiva
antaganden om kassafléden och foérvantade forluster. Exponeringens
effektivranta anvants som diskonteringsranta. Parametrarna beaktar
framatblickande och baseras pa en sammanvagning av olika méjliga
makroekonomiska scenarier.

Bolaget redovisar i samband den férsta redovisningstillfdlle nuvdrdet av
de statistiskt forvantade kreditforlusterna for de kommande 12
manaderna (steg 1). Om det intraffat en betydande 6kning av
kreditrisken sedan den forsta redovisningstillfalle sa kommer
forlustreserven for exponeringen istallet att berdknas och redovisas for
den forvantade aterstaende |6ptiden alternativt for den uppskattade
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tidshorisonten for fallissemang om exponeringen ej har nagon bestamd
|6ptid (steg 2). En betydande 6kning av kreditrisk anses ha uppkommit efter
den forsta redovisningstillfdlle av krediten nar kunden ar 30 dagar sen i
betalningar eller nar den aktuella interna kreditratingen ar vasentligt samre
an den ursprungliga enligt internt beslutade kriterier. Om den interna
ratingen i ett senare skede har forbattrats tillrackligt mycket sa att en
betydande 6kning av kreditrisk inte langre foreligger vid jamférelse med
rating vid forsta redovisningstillfalle, kommer krediten att aterforas till steg 1.

Forlustreserv redovisas for den aterstaende I6ptiden for kreditforsamrade
exponeringar (tidigare bendamnda osdkra lan) nar en eller flera hdndelser som
har en negativ inverkan pa de uppskattade framtida kassaflédena for den
finansiella tillgangen har intraffat (steg 3). Ett Ian anses vara kreditférsamrat
utifran samma forutsattningar som enligt tidigare principer vid definitionen
av osdkert 1an dvs. nar det ar 90 dagar sent i betalningar eller nar det finns
andra beldgg i form av observerbara uppgifter om féljande handelser:

a) Betydande finansiella svarigheter hos emittenten eller lantagaren.
b) Langivaren eller lantagaren har, av ekonomiska eller avtalsmassiga
skal som sammanhanger med ldntagarens ekonomiska

svarigheter, beviljat en vasentlig eftergift till lantagaren som
ldngivaren annars inte skulle 6vervaga.

c) Det blir sannolikt att [antagaren kommer att ga i konkurs eller
annan finansiell rekonstruktion.

Redovisning av forvantade kreditforluster — utlaning till kreditinstitut
Entercards likvida medel &r inom tillampningsomradet for redovisning av
forvantade kreditforluster. Eftersom alla likvida medel ar terbetalningsbara
pa anfordran och utlaning bara sker till svenska kreditinstitut med god rating,
sa uppgar de forvantade kreditforlusterna till endast obetydliga belopp.

Redovisning i resultat- och balansrakning

Tillgdngar och skulder redovisas till bruttovdarde med undantag for om
en legal ratt till kvittning foreligger och bolaget forvédntas reglera posten
med ett nettobelopp.

Forlustreserverna redovisas pa foljande satt i balansrakningen;

- For tillgangar redovisade till upplupet anskaffningsvarde; som
nedskrivningar av tillgdngarnas redovisade varde

- Lanedtaganden redovisas pa balansraden Avsattningar. Forandringar i
forlustreserver redovisas i resultatrakningen pa raden Kreditforluster
netto.

Immateriella tillgdngar bestar av utvecklingsutgifter for egenutvecklade och
forvarvade IT-system samt licenskostnader som bedéms vara av vasentligt
varde for verksamheten under kommande ar. Andra utgifter for utveckling
och underhall kostnadsférs I6pande.

Det redovisade vardet motsvarar anskaffningsvardet med avdrag for
ackumulerade av- och nedskrivningar. En linjar avskrivning om fyra ar for IT-
utveckling och tre ar for licenser som 6verstiger tillgangens forvantade
nyttjandeperiod tillampas. Nyttjandeperioden omprévas arligen.

Entercard redovisar internt utvecklade och férvarvade IT-system och licenser
endast om de uppfyller kriterierna for aktivering; tillgdngen &r identifierbar,
genererar framtida ekonomiska fordelar och majlighet till matning av
kostnaderna. Internt utvecklade IT-system redovisas enbart om tillgangen
harror fran utvecklingsfasen och att tillgangen kommer att vara tillganglig for
anvandning eller forsaljning.
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Aktivering av kostnader for egenutvecklade IT-system under ett ar laggs
till i fond for utvecklingskostnader och klassificeras under bundet eget
kapital. Fonden reduceras med de arliga avskrivningar och
nedskrivningar relaterade till de egenutvecklade IT-systemen inom
fonden.

Materiella tillgangar, sdsom inventarier for eget bruk, redovisas till
anskaffningsvarde med avdrag for ackumulerade av- och nedskrivningar.
Avskrivning pabdrjas nar tillgangen ar fardig att tas i bruk och sker
systematiskt 6ver nyttjandeperioden.

Inventariernas forvantade nyttjandeperiod ar fem ar och deras restvarde
ar noll. IT- och kontorsmaskinsrelaterade inventarier skrivs av pa fem ar
och deras restvarde &r noll.

Bolaget bedémer Iopande om det finns indikationer pa att tillgangar
minskat i varde. Om sa &r fallet gérs en nedskrivningsprévning genom att
berikna tillgangens atervinningsvirde. Atervinningsvardet &r det hogre
av tillgangens nettoférsaljningsvarde och nyttjandevarde.

En nedskrivning redovisas i arsredovisningen i de fall da
atervinningsvardet understiger tillgangens bokférda varde.
Nedskrivningar aterfors endast om det foreligger férandringar i
uppskattningarna som gjordes nar nedskrivningen bokférdes.
Nedskrivningar av materiella och immateriella tillgangar redovisas
separat i balansrakningen.

Entercard tillampar IFRS 16 fran 2025. Standarden innebar att en
leasetagare redovisar en nyttjanderattstillgdng samt en motsvarande
leasingskuld for leasingavtal som inte ar kortfristiga eller avser tillgangar
av lagt varde.

Vid 6vergangstidpunkten har leasingskulden varderats till nuvardet av
kvarvarande leasingbetalningar, diskonterade med bolagets marginella
laneranta per den 1 december 2025. Nyttjanderattstillgdngen har i
huvudsak vérderats till ett belopp motsvarande leasingskulden, justerat
for eventuella forutbetalda eller upplupna leasingavgifter.

Nyttjanderattstillgangen redovisas till anskaffningsvarde efter avdrag for
ackumulerade avskrivningar och eventuella nedskrivningar. Tillgdngen
skrivs av linjart 6ver den aterstaende leasingperioden. Leasingskulden
Okas med rantekostnader och minskas med erlagda leasingbetalningar.
Rantekostnader redovisas separat fran avskrivningar.

Jamforelsetal for 2024 &r redovisade i enlighet med tidigare tillampade
redovisningsprinciper enligt RFR 2 och ar darfor inte direkt jamforbara
med uppgifterna for 2025. Se not 15 for ytterligare information.

En intdkt redovisas till verkligt varde av vad som har erhallits. Tidpunkten
for nar en intakt redovisas ar nar kunden erhaller kontroll 6ver den salda
varan eller tjansten.

Provisionsintdkter

Provisionsintakter, vilket frimst avser arsavgifter och
transaktionsavgifter, redovisas som intakt i samband med fullgérande av
transaktion.
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Bolagets ersattningar till anstallda efter anstéllningens upphorande, vilka
utgors av pensionsforpliktelser, klassificeras antingen som avgiftsbestamda
planer eller som férmansbestdmda planer. For avgiftsbestamda planer
betalar bolaget avgifter till en fristaende juridisk person och
vardeforandringsrisken fram till dess att medlen utbetalas faller pa den
anstallda. Saledes har bolaget inga ytterligare forpliktelser efter det att
avgifterna betalats. Ovriga pensionsférpliktelser klassificeras som
formansbestamda planer. Premier till avgiftsbestamda planer redovisas som
kostnad nar en anstalld har utfort tjansterna.

Norska formansbestamda planer redovisas i enlighet med IAS 19 som
formansbestamda planer. Nuvérdet av pensionsforpliktelserna berdknas och
redovisas som avsattning. Berdkningen gors enligt den sa kallade Projected
Unit Credit Method. Metoden innebar att de framtida ersattningarna fordelas
pa tjansteperioder. Resultatrdkningen, personalkostnader, belastas med
nettot av tjanstgoringskostnader, rantekostnad pa forpliktelserna och den
forvantade avkastningen pa forvaltningstillgangar. Berdkningarna baseras pa
av bolaget faststallda aktuariella antaganden, vilka utgor bolagets basta
bedémning om den framtida utvecklingen. | de fall det verkliga utfallet
avviker eller da antaganden férandras uppstar sa kallade aktuariella vinster
eller forluster. Nettot av aktuariella vinster och forluster resultatredovisas
som omvarderingar av formansbestamda pensionsplaner i vrigt
totalresultat. Dar redovisas ocksa skillnaden mellan verklig avkastning och
berdknad ranteintakt pa forvaltningstillgangar.

Entercard redovisar pensionskostnader for den svenska personalen enligt Lag
(1967:531) om tryggande av pensionsutfastelse, vilket innebér att de
redovisas som avgiftsbestimda planer. Premier som betalas till
avgiftsbestamda planer redovisas som kostnad nar en anstalld har utfort sina
tjanster.

Lén och annan kortfristig ersattning kostnadsférs under den period den
intjanas. Den rorliga ersattningen intjdnas utifran individuella mal och
Entercards 6vergripande resultat och utbetalas efterfljande ar.

Inkomstskatten utgors av aktuell skatt och uppskjuten skatt. Med uppskjuten
skatt avses skatt pa skillnaden mellan redovisat och skattemdassigt varde som
i framtiden utgor underlag for aktuell skatt. Pa balansdagen anvands lagfasta
skattesatser vid berakningar. Bolagets uppskjutna skattefordran och
skatteskuld berdknas nominellt med respektive lands skattesats som galler
for foljande ar. Uppskjutna skattefordringar nettoredovisas mot uppskjuten
skatteskuld for filialer som har skattemassig utjamningsratt. Inkomstskatter
redovisas i resultatrakningen utom da den underliggande transaktionen
redovisas direkt mot 6vrigt totalresultat eller mot eget kapital. Bolagsskatten
ar 20,6% for 2025. Entercard Gverstiger inte troskelvardet for rapportering
enligt pelare 2.
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Allmant

Entercard definierar risk som en potentiell negativ paverkan pa
foretagets varde som kan uppsta pa grund av nuvarande interna
processer eller framtida interna eller externa hdndelser. | begreppet risk
ingar dels sannolikheten for att en handelse intraffar, dels den paverkan

handelsen skulle kunna ha pa resultat, eget kapital och Entercards varde.

For att uppna Entercards affarsmassiga mal for tillvéxt, Ionsamhet och
ekonomisk stabilitet krdvs en l6pande avvagning av foretagets mal mot
de risker som kan uppsta i verksamheten.

Det 6vergripande regelverket avseende intern styrning och kontroll ar
ett av styrelsens och ledningens grundlaggande instrument. Styrelsen
beslutar om maximal riskniva genom att faststalla riskaptiten samt
genom att fordela ansvar och befogenheter betraffande riskhantering.
Fordelningen skapar en struktur for beslutsfattandet i riskfragor.
Beslutsfattarna &r styrelse, VD och respektive affirsomradesansvarig.
Entercard foljer dirmed modellen med tre forsvarslinjer.

Riskhanteringen sker inom respektive affarsomrade under 6verinseende
av och i kommunikation med Riskkontrollfunktionen och 6vriga
stabsfunktioner.

Riskkontrollfunktionen ansvarar for att I6pande folja upp fragor
relaterade till risk och rapportera om dessa till VD och styrelse.
Entercard har lagt ut sin internrevisionsfunktion, som pa styrelsens
uppdrag utvarderar och granskar att Entercards ramverk for
internkontroll ar effektivt och andamalsenligt.

Styrelsen ansvarar for att sakerstalla att Entercards verksamhet bedrivs
inom ramen for regulatoriska krav. VD ansvarar for att sakerstélla att en

funktion for regelefterlevnad finns pa plats for att stodja affarsverksamheten
i att efterleva de regulatoriska krav som ar tillampliga fér den
tillstandspliktiga verksamheten.

Kreditrisk och motpartsrisk

Med kreditrisk och motpartsrisk avses risken att Entercards motparter inte
infriar sina betalningsforpliktelser, vilket innebar att Entercard erhaller
betalning for sent eller inte alls. Entercards kreditgivning praglas av hogt
stallda mal avseende etik, ansvarsfull kreditgivning, kreditkvalitet och
kontroll. Trots att kreditrisken, med en kundbas bestdende av framst
privatpersoner, utgor bolagets storsta riskexponering, ar kreditforlusterna
sma i forhallande till utestaende kreditvolym.

Kreditrisk omfattar aven koncentrationsrisk, det vill sdga stora exponeringar
eller koncentrationer i kreditportfdljen till vissa motparter, sektorer eller
geografiska omraden. Entercard har en koncentrationsrisk framst i form av
geografisk koncentration, eftersom Entercard erbjuder utlaning till framst
privatpersoner i Skandinavien. Kreditportféljen bestar av krediter utan
sakerhet (blancokrediter) och ar fordelad pa ett stort antal kredittagare.

Entercard bedriver en aktiv 6vervakning och optimering av portféljernas
kreditrisk. Risken hanteras genom att samtliga kreditpropder prévas genom
en bedémning av den kreditsékandes aterbetalningsférmaga och finansiella
stallning. Denna bedémning innehaller bade generella kreditregler och sa
kallad kreditscoring, det vill siga modeller som mater varje motparts formaga
att infria sina betalningsforpliktelser.

Kreditrisken 6vervakas [6pande genom olika bevakningssystem for att
sakerstalla att motparter uppfyller sina forpliktelser gentemot Entercard.
Uppfoljning gors aven utifran ett kreditportfoljperspektiv i respektive land,
med fokus pa koncentration inom och mellan olika riskklasser. Den
kontinuerliga uppféljningen visar fortfarande en relativt lag risk.

Utlaning till kreditinstitut

Utlaning till allmanheten, netto

Obligationer och andra rdantebarande vardepapper
Omsattningstillgangar

Summa
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28 759 084 30 898 064

® 1740924

4412 4057
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Vardering av forvantade kreditforluster

Forvantade kreditforluster berdknas genom modellen for forvantade
kreditforluster (Expected Credit Loss, ECL). | modellen och berakningen
av forvantade kreditforluster ingar tre huvudkomponenter: Sannolikhet
for fallissemang (PD), Exponering vid fallissemang (EAD) och Forlust givet
fallissemang (LGD). ECL ar produkten av dessa.

Vid varje rapporteringstillfalle beraknas kreditforlustreserven baserat pa
foljande segment: 12 manaders ECL dar ingen betydande 6kning i risk
skett sedan forsta rapporteringstillfallet (Steg 1); ECL pa férvantad loptid
dar betydande 6kning i risk skett sedan forsta redovisningstillfallet (Steg
2); Fallissemang (Steg 3).

Definition av fallissemang och bortskrivning

| enlighet med IFRS9 klassificeras fordringar forfallna med mer an 90
dagar eller Iag sannolikhet att aterbetalas som fallissemangshandelser.
Fordringar i Steg 3 skrivs ned nar

a) Entercards indrivningsprocess slutforts (samtliga indrivningsatgarder
har prévats och inga férvantningar pa ytterligare aterbetalning aterstar),
eller

b) en sarskild handelse (d6édsfall, insolvens) intraffat

eller

c) en fordran i fallissemang séljs till tredje part.

Indrivningsprocessen kan fortsatta efter bortskrivningstillfallet om
fordran inte varit foremal for réttsligt domslut eller om tidsfristen for
aterkrav enligt gédllande lagar inte passerat. Aterbetalningar pa avskrivna
fordringar krediteras till kreditforlustreserven.

Forvantad loptid

Forvantad I6ptid anvands i ECL-berdkningen pa krediter i Steg 2 & 3 och
ar for 1an begransad till den kontraktuella I6ptiden (6veramorteringar
inraknat). For kreditkort finns ingen kontraktuell 16ptid. Den forvantade
l6ptiden ar darfor genom skattning av historisk data faststalld till 24
manader.

Modellerings- och estimeringstekniker

De komponenter som anvands i ECL-berakningen skiljer sig beroende pa
marknad och produkt och ar baserade pa for dndamalet kvantitativa
modeller och estimat, samt marknadsbaserade referensvarden.

Sannolikhet for fallissemang (PD) — | samtliga marknads- och
produktsegment anvdnds beteenderelaterade variabler
(betalningsfrekvens, utestaende balans, nyttjandegrad etc.) som
inparametrar till de prediktiva modeller som anvands for att berdkna
sannolikheten for fallissemang.

Exponering vid fallissemang (EAD) — Olika metoder anvands beroende pa
produkt. 1) Kreditkort — En kreditkonverteringsfaktor (CCF) beraknas for
att skatta hur stor del av den outnyttjade krediten som vantas vara
nyttjad vid fallissemang. 2) Lan — En amorteringsplan baserad pa
manatliga betalningar (6veramorteringar inkluderat) och kvarvarande
balans beraknas pa kundniva och ger ett estimat av utestaende skuld vid
varje framtida utfallspunkt.
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Forlust givet fallissemang (LGD) — LGD kvoter for varje land och produkt
bestams med utgangspunkt i marknadspriset pa nedskrivna tillgangar.
Kvoterna genomgar pa kvartalsbasis en gransknings- och revideringsprocess
och baseras pa senast tillgdngliga prisanbud, marknadsbeaktande
expertbeddmningar, samt interna riktlinjer och statistiska LGD-modeller.
Eventuella dndringar implementeras forst efter att de godkants av
beslutskommittén for kreditforluster.

Faststdllande av en betydande dkning av kreditrisken sedan forsta

redovisningstillfallet

For kreditkort jamfors vid varje rapporteringstillfdlle det senast skattade PD
mot det pa forsta redovisningstillfallet. Troskelvardena definieras som
absolut och relativ forandring mellan matpunkterna och om bada 6verskrids
placeras tillgdngen i Steg 2. Som en sakerhetssparr placeras dven fordringar
forfallna med mer an 30 dagar i Steg 2.

D3 laneportféljen ar relativt ny, placeras alla fordringar med forfallna eller
forsenade betalningar (dven om de senare betalas) i Steg 2. Fordringar som ar
forfallna med mer an 30 dagar kommer darfor redan uppfylla kravet for en
betydande 6kning av kreditrisken och kommer att fortsatta uppfylla detta tills
dess att 6 manader har passerat sedan senaste tillfallet fordran var mer an 30
dagar sen med en betalning. En fordran som inte ar i fallissemang och inte
langre uppfyller definitionen for en betydande 6kning av kreditrisken
(inklusive 30 DPD-regeln) atergar till Steg 1.

Det finns inget specifikt undantag for konton med Iag risk i kriterierna for
betydande 6kning av kreditrisken, dock separerar troskelvardet for absolut
forandring kunderna med mojlighet att fullfélja sina betalningsataganden.

Beaktande av framatblickande makroekonomiska scenarier

De makroekonomiska férhallandena for samtliga fyra marknader dar
Entercard bedriver sin verksamhet utvarderas pa kvartalsbasis. Entercard
anvander oberoende prognoser av relevanta makroindikatorer, som
arbetsloshet, BNP och inflation for att skatta risk for fallissemang. Estimaten
jamfors mot parametrarna i ECL-berdkningen och vid skillnad mellan de tva,
ldggs en korrigeringspost pa kreditférlustreserven for att sdkerstélla lampliga
reserveringsnivaer. Korrigeringspostens storlek bestams av omradesexpert
och granskas samt godkanns av beslutskommittén for kreditforluster.

| allmdnhet kommer férsamrade makroekonomiska férhallanden resultera i
fler Ian som migrerar fran steg 1 till steg 2 och storre kreditforlustreserver.
Motsatt kommer en forbattring av de makroekonomiska forhallandena ha en
positiv inverkan. Framatblickande information inkluderas i LGD kvoterna
genom en viktning av de senast tillgédngliga prisanbuden for nedskrivna
tillgangar och resultaten fran statistiska LGD-modeller. Vikternas storlek
bestams utifran expertbedémningar som baserats pa analys av framtida
marknadsférhallanden och godkanns av beslutskommittén for kreditforluster.
Makrorelaterade hdndelser som utvarderades under aret var hog inflation
samt 6kade rantor som féljd av férandringar i penningpolitiken. Effekten pa
sannolikheten for fallissemang (PD) modellerades utifran makroekonomiska
prognoser av arbetsldshet, inflation samt styrrdnta fran kallor som anses
oberoende. Till f6ljd av utvarderingen bokades en ytterligare
kreditforlustreserv for att sakerstalla tillrackliga reserveringsnivaer.

Foljande tabell visar den férvantade kreditférlusten per den 31 december
2025.
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Norge Kreditkort
Konsumentlan
Sverige Kreditkort

Konsumentlan

Danmark Kreditkort

Konsumentlan

Finland Konsumentlan

Summa

Lanmodifieringar

Nér ett lan modifieras pa grund av att lantagaren har finansiella
svarigheter klassificeras det som att lantagaren har beviljats eftergift
(forbearance). | hdandelse av att lantagaren beviljats en eftergift anses
krediten inte ha haft en vasentlig modifiering och tas darmed inte bort
fran balansrakningen. Varje tillgang, for vilken eftergift beviljats,
kommer att hallas i steg 2 (savida tillgangen inte ar nedskriven dvs i steg
3) under tiden da eftergiften ar aktiv eller under 6 manader, varefter den
kommer att beddmas mot de ordinarie steg-kriterierna.
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474 396
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113 999
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Marknadsrisk Entercard minimerar denna risk genom att matcha rantebindningstiden
Marknadsrisk hanférs till risken att marknadsvardet pa ett finansiellt pa sina skulder mot réntebindningstiden pa sina tillgdngar.

instrument eller framtida kassafléden fran ett finansiellt instrument

paverkas av marknadsrorelser. Entercard exponeras for marknadsrisk i Entercards ranterisk 6vervakas fortlépande av Treasury-avdelningen och
form av rinterisk och valutarisk. av Riskkontrollfunktionen. Entercard tar inga aktiva ranteriskpositioner.

Nedan redovisade kanslighetsanalys visar inverkan pa det diskonterade
vardet av tillgdngar och skulder, om marknadsrantorna héjs/sanks med
tva procentenheter. Totalen visar effekten av motsvarande
parallellférskjutning. Ranterisk uppkommer som ett resultat av att
rantebindningstiderna for tillgangar och skulder inte sammanfaller.

Paverkan pa det diskonterade nettovardet av tillgangar (NPV) och skulder om rantan stiger/sjunker

2025 2024

+2% -2% +2% -2%
<3 man 47 967 -48 627 47 175 -46 999
3-6 man -613 618 -3015 3032
6-12 man -2414 2454 -4 938 5024
1-2 ar -8 920 9208 -9 945 10 265
2-3ar -12 788 13 459 -14 005 14737
3-4ar -14 752 15 836 -15 403 16 534
4-5 ar -14 971 16 392 -15 833 17 337
5-10 ar -60 576 70289 -63 104 73 150
>10 ar -59 500 81861 -62 573 86617
Totalt -126 567 161491 -142 006 179334

Tabellen nedan visar effekten pa rantenettot Gver en tolvmanadersperiod vid en 6kning / minskning av rantekurvan med tva procentenheter. Berdkningen
ar baserad pa genomsnittliga intjanade rantebalanser och upplaningsbalanser.

Rénteintdkter -475 373 475373
Réantekostnader 404 639 -404 639
Réntenetto -70733 70733
Entercard exponeras for valutarisk som en foljd av att en del av det egna utldndska valutor om +/- 10 procent skulle innebéra en direkt effekt pa
kapitalet halls i norska kronor, och i begransad utstrackning dven i bolagets redovisade resultat efter skatt och nettoplacering i

danska kronor och euro. Valutarisken uppstar som ett resultat av att utlandsverksamhet enligt nedan. Berdkningen bygger pa genomsnittlig
filialernas eget kapital konverteras till svenska kronor. En kursrérelse for valutakurs under 2025 samt eget kapital och resultat vid slutet av 2025.

den svenska kronan gentemot

Eget kapital 75 300 48 504
Resultat efter skatt 8 699 7721
Eget kapital -75 300 -48 504
Resultat efter skatt -8 699 -7721
Sida 19 av 45

Document ID 09222115557573795214

Signed IF, CM, JZ, PH, JB, RM, JS, HNA, EPE, PN, YZ



Entercard Group AB
556673-0585

Likviditetsrisk

Likviditetsrisk avser risken att bolaget inte kan infria sina Entercard berdknar I6pande sin 6verlevnadshorisont, det vill sdga hur lang tid
betalningsforpliktelser vid respektive forfallotidpunkt utan att kostnaden Entercard skulle 6verleva vid en allvarlig stress avseende tillgang till

for att erhalla betalningsmedel 6kar avsevirt. Entercard hanterar sin finansiering och in- och utfléden frén sina kunder. Dessutom berdknas
likviditetsrisk genom att ha relativt 13nga Iptiden p4 sin finansiering. Likviditetstackningsgraden (LCR) och Stabil Nettofinansieringskvot (NSFR) i
Fran december 2025 blev Entercard en del av Swedbanks enlighet med EU- kommissionens delegerade forordning. Per den 31
likviditetsundergrupp, vilket sakerstiller en betryggande tillgang till december 2025 uppgick Sverlevnadshorisonten till 180 pa konsoliderad niva,
likviditet. Som en del av likviditetsundergruppen, enligt artikel 8 i CRR 3, att jamféra med den av VD beslutade riskaptiten pa 45 dagar.

ar Entercard undantaget frén regulatoriska krav pa Likviditetstackningsgraden uppgick vid samma tidpunkt till 0 % pa
likviditetstackningsgrad (LSR) och Nettofinansieringskvot (NSFR) pa konsoliderad niva. Entercards NSFR per den 31 december 2025 var 137 %.
individuell niva. Entercard haller darfor ingen reserv av likvida tillgdngar Som del av Swedbanks likviditetsundergrupp finns inga regulatoriska krav pa
pa individuell niva. Dessutom har Entercard en likviditetsbuffert placerad LCR och NSFR. | I6ptidséversikten nedan férdelas odiskonterade

pé konton hos Swedbank och en checkrikningskredit hos Swedbank. kontraktsenliga kassafloden utifran aterstaende l6ptid till avtalad

Styrelsen faststéller det 6vergripande ramverket for likviditetsrisk och forfallotidpunkt.

delegerar mandat till Treasury att hantera likviditet inom detta ramverk.
Rapportering till styrelsen och foretagsledningen sker I6pande fran bade
Treasury och fran Riskkontrollfunktionen.

Utlaning till kreditinstitut 3968 262 - - - - - 3968 262
Utlaning till allménheten, netto 18 289 709 28 065 1333604 4 894 248 4108 617 - 28 654 244
Forutbetalda kostnader och upplupna

intakter 19 662 87 545 - - - - 107 207
Ovriga tillgdngar 157 456 25957 180 595 40773 o 82431 487 212
Summa tillgangar 22 435 089 141567 1514 199 4935021 4108 617 82431 33216 926
Skulder till kreditinstitut 1629833 9042011 16 622 677 o o = 27 294521
Ovriga skulder 189218 29 965 129 407 22556 - - 371146
Upplupna kostnader och férutbetalda

intakter 60 289 106 258 5837 - - - 172 384
Eget kapital - - - - - 5483715 5483715
Summa skulder 1879 340 9178233 16 757 922 22 556 - 5483715 33321765
Utlaning till kreditinstitut 2799 482 ® ° o ° = 2799482
Utlaning till allménheten, netto 20 688 920 10 854 1070322 3563777 5449 103 - 30782976
Obligationer och andra rantebarande

papper - 244 639 1333130 163 155 - - 1740924
Forutbetalda kostnader och upplupna

intakter 33 466 30777 ° o ° = 64 242
Ovriga tillgéngar 326 634 3402 68 545 - - 51312 449 893
Summa tillgangar 23848 501 289671 2471998 3726932 5449 103 51312 35837518
Skulder till kreditinstitut 2966 860 8511272 18 979 657 - - - 30457 789
Ovriga skulder 116 180 - 4 449 - - - 120 629
Upplupna kostnader och férutbetalda

intakter 81213 95 152 5998 - - - 182 363
Eget kapital - - - - - 5191824 5191824
Summa skulder 3164 253 8 606 424 18 990 104 - - 5191824 35952 605
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Framtida forvantade kassafloden anvands for att bedoma lamplig
likviditetsniva. Detta sakerstaller att Entercard har tillrackliga medel for
likviditet for att uppfylla sina betalnings- och regleringsskyldigheter.
Exponeringar som halls utanfor balansrakningen ingar i de forvantade
framtida kassaflédena och redovisas foljaktligen i likviditetsnivan. Se not
13 for exponeringar utanfor balansrékningen.

Operativ risk

Med operativ risk avses risken for forluster till foljd av ej andamalsenliga
eller fallerande processer, manniskor, system eller yttre hdandelser.
Definitionen inkluderar risker relaterade till produkter/service, IT- och
teknologi, processer, manskliga fel, externa faktorer och finansiell
brottslighet. Samtliga operativa riskkategorier tar dven hansyn till risker
kopplat till bristande regelefterlevnad.

Sjalvutvarderingar for operativa risker och kontroller sker regelbundet
for alla processer. Entercard har ett omfattande ramverk for att minska
operativ risk, inklusive incidenthantering, kontinuitetshantering och en
process for godkannande av forandringar (NPAP).
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Affars- och strategisk risk

Med affarsrisk och strategisk risk avses aktuell och framtida risk for forlust pa
grund av dandrade marknadsforutsattningar eller felaktiga och missriktade
affarsbeslut. Entercard utvarderar I6pande affarsrisk och strategisk risk. |
samband med styrelsemoten behandlas dessa risker och eventuella beslut
om forandrad affarsstrategi tas.

Intern kapital- och likviditetsutvardering

Entercards interna kapitalutvardering (IKU) och interna likviditetsutvardering
(ILU) syftar till att sdkerstélla att behovet av kapital och likviditet utvarderas.
Syftet med denna utvardering ar att sdkerstélla att Entercard har en adekvat
kapitalisering for att tdcka de solvensrelaterade risker som bolaget ar eller
kan bli exponerat for, samt att bolaget har en tillfredsstallande
likviditetsreserv for att klara en situation med bristande likviditet.
Utvarderingen av kapital- och likviditetsbehov gors regelbundet utifran
finansiella mal, riskprofil, affarsstrategi och stresstester.

Utvérderingen av kapital- och likviditetsbehov gors I6pande baserat pa
finansiella mal, riskprofil och affarsstrategi. Utvarderingen ar en integrerad
del av bolagets verksamhet. Forutom I6pande uppféljning och rapportering
for att tillgodose de legala kraven avseende kapitaltackning och
likviditetstackning, genomfors och dokumenteras atminstone arligen en mer
detaljerad utvardering. Se not 24 fér mer information.
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Rénteintdkter

Utlaning till kreditinstitut 54 609 77 797
Utlaning till allmanheten 3427 867 3823479
Réntebarande vardepapper 55 445 64 546
Ovrigt
Summa 3537921 3965 822
Rantekostnader
Kreditinstitut -1055517 -1526 716
Ovrigt -609 -960
Summa -1056 126 -1527 676
Summa rantenetto 2481795 2438 146
Rdntemarginal pG utldning till allmédnheten 9,6% 8,7%
Realiserat resultat obligationer och andra rantebarande vardepapper 3389 -414
Valutakursvinst / férlust 99 -3 539
Totalt realiserat resultat i resultatrdkningen 3488 -3953
Orealiserade vardeforandringar obligationer och andra réantebarande vardepapper -602 4694
Totalt resultat i Ovrigt totalresultat -602 4 694
Enligt Fl:s redovisningsforeskrifter ska valutakurseffekter redovisas som nettoresultat av finansiella transaktioner och inte som 6vriga intakter.
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Rénteintakter 2 649 869 525727 355202 7123 3537921
Réntekostnader -796 293 -180 035 -75737 -4 060 -1056 126
Provisionsintakter 780515 97 954 33458 405 912 333
Provisionskostnader -412 328 -35 369 -25244 -85 -473 026
Ovriga rérelseintékter 44 154 8768 671 579 54172
Summa 2265917 417 045 288 350 3962 2975274
Rénteintakter 2950951 592 365 412 582 9923 3965 822
Réntekostnader -1172 746 -223971 -124 938 -6 022 -1527 676
Provisionsintakter 754 860 101 408 35751 650 892 669
Provisionskostnader -354 379 -40 155 -26 623 -26 -421 183
Ovriga rérelseintékter 44 692 9248 1405 57 55 402
Summa 2223379 438 895 298 178 4582 2965034
Loner och arvoden -357 640 -357 107
Avsattning for bonus - -9601
Pensionskostnader -71387 -71 656
Sociala avgifter -98 552 -97 022
Utbildningskostnader -9702 -4 051
Ovriga personalkostnader -53 049 -46 829
Summa -590 330 -586 265
Styrelse, VD, foretagsledning -24 260 -32 843
Ovriga anstillda Sverige -187 189 -177 948
Ovriga anstallda Norge -118 489 -126 770
Ovriga anstillda Danmark -27 702 -29 147
Summa -357 640 -366 707
Inga arvoden har utgatt till styrelsen under 2025.
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VD, Jan Haglund -4 495 - -712 -614
Foretagsledning, 9 personer -18 350 - -703 -5 638
Summa -22 845 - -1415 -6 252
VD, Jan Haglund -4 266 -2113 -700 -610
Foretagsledning, 9 personer -17 015 -7 488 -1260 -5 565
Summa -21 282 -9 601 -1 960 -6176

Riktlinjer for ersattningar till ledande befattningshavare
Medlemmar i foretagsledningen samt den verkstallande direktoren
definieras, i detta sammanhang, som ledande befattningshavare.
Utestaende Ian och kortkrediter som nyttjats av ledande
befattningshavare och den verkstallande direktoren redovisas inte i not
da dessa uppgar till ett ovédsentligt belopp. Bolaget har inte stallt nagon
pant, sakerhet eller ansvarsforbindelse till forman fér ndgon av bolagets
ledande befattningshavare.

Anstallningsvillkor for verkstallande direktoren

Den verkstallande direktoren omfattas av tjanstepension, BTP1, i linje med
kollektivavtalet mellan Bankinstitutens Arbetsgivareorganisation (BAO) och
Finansforbundet i Sverige. Anstallningsavtalet kan sdgas upp av Entercard och
av den verkstallande direktéren med sex manaders uppsagningstid. Den
verkstallande direktoren har ratt till avgangsvederlag motsvarande 12
manadsloner, som utgar i 12 manatliga utbetalningar under 12 manaders tid,
efter uppsagningstidens utgang. Avgangsvederlaget ar inte
pensionsgrundande och ger ingen ratt till ytterligare semesterersattning.
Skulle den verkstallande direktéren pabdrja en ny anstalining under den 12-
manadersperiod da avgangsvederlaget betalas ut sa reduceras
avgangsvederlaget med 50 % fran startdatum for den nya anstallningen.

Entercard Group AB, Sverige 304 266
Entercard Norge, filial av Entercard Group AB 145 149
Entercard Danmark, filial av Entercard Group AB 24 24
Summa 473 439
Antal arbetade timmar (tusental) 907 845
Personalomsattningen uppgick till 6,1 %.

Samtliga anstéllda 54% 46% 53% 47%
Styrelseledaméter 50% 50% 38% 62%

Entercards ersattning

Entercards 6vergripande riktlinjer avseende ersattning ar att den totala
ersattningen ska vara konkurrenskraftig och marknadsmassig samt
uppfylla kraven i kollektivavtalen. Ersattningen reflekterar dven
Entercards grundldggande varderingar; Vi haller vara l6ften, vi forbattrar
oss alltid, vi gor skillnad, vi vinner tillsammans, och ar i linje med
bolagets affarsstrategi, mal, samt langsiktiga intressen och vision.

Den totala ersattningen ska i rimlig utstrackning vara individuellt
anpassad och baserad pa den anstélldes roll, niva i organisationen,

Document ID 09222115557573795214

kompetens, erfarenhet samt insatser till bolaget, bade géllande prestation
("Vad”) och uppférande ("Hur”).

Det rorliga ersattningssystemet finns bara for den verkstallande direktoren
och ledningsgruppen. For den verkstéllande direktéren och ledningsgruppen
utgor processen for ersattning en balans mellan fast och rorlig ersattning,
med en rorlig ersattning mellan 0-50 % av den fasta [6nen med héansyn till
rollniva. Entercard anser att det ar viktigt att ersattningen fungerar som ett
incitament for att skapa varde till forman for bolaget, med ett balanserat
forhallningssatt mellan risktagande, samt det langsiktiga kundvardet och
betydelsen for aktiedgarna.
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Den rorliga ersattningen &ar utformad utifran individuella mal och Fran och med den 1 december 2025 har styrelsens instruktion for
Entercards 6vergripande resultat. Grundregeln &r att goda prestationer Ersattningskommittén uppdaterats med en arbetsordning. Den huvudsakliga
ska belénas men vid sirskilda omstandigheter kan den rérliga forandringen ar att Ersattningskommittén efter den 30 november 2025

bestar av tre styrelseledamoter och inte langre inkluderar nagra
representanter for aktiedgarna.

Ersattningskommittén sammantrader tre ganger per ar eller med den
frekvens som beslutas av kommitténs ordférande. Under ar 2025 har
kommittén hallit tvda moten.

ersattningen sattas till noll.

Med anledning av Swedbanks forvérv av Barclays aktier den 1 december
2025 avslutades ersattningsprogrammet for rorlig ersattning den 30
november 2025.

Beslutsprocessen

VD och ledningsgruppen definieras som Identifierad personal, det vill Standarderna for rorlig ersattning regleras i ersattningspolicyn. Policyn ar

sdga personal vars professionella verksamhet har en vésentlig inverkan faststalld av styrelsen. VD &r ansvarig for att ta fram rekommendationer till

pa verksamhetens riskprofil. Den rérliga erséttningen &r kontantbaserad ersattningskommittén géllande andringar eller tillagg till ersattningspolicyn,

och VD och ledningsgruppen erhaller inga aktier. vilket baseras pa riskanalys, rekommendationer fran ledningsgrupp,

riskkontrollfunktionen, efterlevnad och internrevision. Styrelsen faststaller
Ersdttningskommittén ersittningspolicyn baserat pa rekommendationerna som liggs fram till
Ersattningskommittén &r tillsatt av styrelsen i Entercard Group AB och ar ersittningskommittén.
ansvarig for att forbereda, bedéma och foresla principer for

ersattningen. Styrelsen utser medlemmar i ersattningskommittén Principer for uppskjuten rorlig ersattning

bestéende av tva styrelsemedlemmar, som turas om att vara For den verkstillande direktéren och ledningsgrupp som har sarskild

ordférande, samt tva representanter frén aktiedgarna varav en paverkan pa bolaget kommer 50% av den rorliga ersattningen att skjutas upp

representerar Barclays Principal Investment Limited och en under en period pa tva ar. Den uppskjutna delen tilldelas inte innan villkoren

representerar Swedbank AB. Representanterna ska ha erforderlig
erfarenhet av fradgor om ersattning och riskanalys for att kunna bedéma

anses uppfyllda av ersattningskommittén och ar beslutade av styrelsen. Den
rorliga ersattningen betalas ut kontant. Faststéllande av prestation och utfall
for rorlig ersattning samt uppskjuten utbetalning, liksom kriterierna for
utbetalning, sker i enlighet med ersattningspolicy som géllde fore att den

huruvida ersattningen ar lamplig och i linje med bolagets mal,
risktolerans och langsiktiga hallbarhet.

rorliga ersattningen upphorde.
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Nettopensionskostnad/intakt for perioden -11 419 -12 863
Nettopensionskostnad/intakt dver OCI fér perioden -6 147 -3793
Diskonteringsranta* 4,0% 3,3%
Arlig forvantad I6nedkning 4,0% 3,5%
Arlig forvantad G-justering 3,8% 3,3%
Arlig forvantad justering av pensioner under utbetalning 2,7% 1,9%
Arbetsgivarskattesats 19,1% 19,1%
Dédlighetstabell anvand K2013BE K2013BE
Taxa for funktionshindrade tillampas IR02 IR02
Nuvéarde av arets pensionsintjaning 11 041 12 426
Rantekostnad pa pensionsforpliktelserna 304 322
Berdknad avkastning pa pensionsmedlen -167 -128
Administrationskostnader 240 243
Netto pensionskostnader 11419 12 863
DBO vid periodens borjan 205 090 199 710
Arets pensionsintjaning, Service Cost 11 346 12 748
Rantekostnad pa pensionsforpliktelserna 6741 6178
Arbetsgivaravgifter pa inbetalning till pensionsmedel -3 007 -2 552
Pensionsutbetalningar -1029 -834
Aktuariell forlust/(vinst) 5662 1928
DBO vid periodens slut 224 803 217 177
Pensionsmedel vid periodens boérjan 200 889 196 001
Forvantad avkastning pa pensionsmedlen 6 667 6 063
Inbetalningar 18 752 15915
Arbetsgivaravgifter pa inbetalning till pensionsmedel -3007 -2 552
Pensionsutbetalningar -1029 -834
Aktuariell (forlust)/vinst -485 -1 865
Pensionsmedel vid periodens slut 221787 212728
Balansforda tillgangar/(forpliktelser) 3016 4449
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Netto pensionsskulder/medel vid periodens bérjan -4 449 -3795
Nettopensionskostnad for perioden -11 419 -12 863
Betalningar 18 752 15915
Uppskattad avvikelse, férlust/vinst -6 147 -3793
Valutakursdifferenser 248 86
Summa -3016 -4 449
Aktier 15,4% 13,4%
Nuvarande obligationer 3,2% 6,7%
Pengar marknad 9,5% 5,5%
Langfristiga obligationer 58,9% 59,1%
Lan och fordringar 1,8% 3,9%
Fast egendom 10,0% 10,9%
Ovrig 1,2% 0,5%

Nar bolaget beraknar kostnaden och avsattningen for den
férmansbestamda pensionsplanen, beaktas framtida antaganden och
pensionsplanen. Om utfallet avviker fran berdkningen eller om
antaganden dndras, uppkommer aktuariella vinster eller forluster. |
Norge har samtliga anstallda som anstallts fore 1 november 2016 en
formansbestamd plan och samtliga nya anstédllda som anstillts efter 1
november 2016 erbjuds en avgiftsbestamd plan. Vissa anstallda som
anstallts i bolaget i Norge fére 1 november 2016 har frivilligt gatt 6ver till
den avgiftsbestamda planen. | Sverige finns det tva olika pensionsplaner.
For anstallda som ansl6t sig till foretaget efter 1 mars 2013 erbjuds
BTP1, en premiebaserad pensionsplan. For anstallda som var anstéllda
fore 1 mars 2013 erbjéds de BTP2, som bestar av en premiebaserad och
férmansbaserad del. | Danmark erbjuds alla anstéllda en premiebaserad
pensionsplan.
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Avgiftsbestamda planer sétter en fast procentandel av arslénen som ett

bidrag till de anstalldas pensionskonto. Pensionsplanerna regleras varje ar for
att Entercard inte har nagra utestaende ataganden vid arets slut. Den
formansbestamda planen innebar att den anstallda har ratt till en livslang

pension som motsvarar en viss procent av arslénen och som framst bestar av

alderspension, fortidspension och efterlevandepension. Entercard redovisar

pensionskostnader for den svenska personalen enligt lagen om tryggande av

pensionsutfastelse, vilket innebdr att de redovisas som avgiftsbestamda

planer. Premier som betalas till avgiftsbestamda planer redovisas som
kostnad nér en anstalld har utfort sina tjanster. Totala kostnaden for

avgiftsbestamda planer under 2025 uppgar till 46 566 tkr (varav Norge 7 061

tkr, Danmark 3 117 tkr och Sverige 36 388 tkr).

Signed IF, CM, JZ, PH, JB, RM, JS, HNA, EPE, PN, YZ
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IT -318 449
Tele och porto -4219
Resor och representation -8 828
Reklam, PR, marknadsforing -175 066
Lokalkostnader -52 881
Kortkostnader -34 688
Ovriga operationella kostnader -210310
Ovriga kostnader -126 294
Summa -930 734

-346 605
-4 929

-7 070
-165 686
-55372
-33 644
-225931
-62 593
-901 830

Enligt avtal betalar Entercard ersattning till Swedbank AB avseende kostnader for IT-drift samt andra tjanster uppgaende till 2 691,3 tkr (5 516,0). | Gvriga

kostnader ingar ranteskillnadsersattning till Barclays pa 59 m SEK.

PwC

- Revisionsuppdrag -3 649 -3784
-Skatteradgivning - -
- Ovriga tjanster -669 -519
Summa -4 318 -4 303
Avskrivning inventarier -5570 -5117
Avskrivning immateriella tillgangar -4 496 -4 910
Nedskrivning materiella och immateriella tillgangar - -
Summa -10 067 -10 027

Materiella tillgangars nyttjandeperiod stracker sig 6ver 5 ar for mobler och 3 ar for IT- samt kontorsmaskinsrelaterade inventarier. Immateriella tillgangar

nyttjandeperiod bedéms till 4 ar for projekt samt till 3 ar for licenser.
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Lan till upplupet anskaffningsvarde

Forandring reserveringar - steg 1

Forandring reserveringar - steg 2

Forandring reserveringar - steg 3

Summa

Arets bortskrivning for konstaterade forluster

Inbetalt pa tidigare konstaterade kreditforluster

Summa

Kreditforluster avseende Ian till upplupet anskaffningsvarde
Reservering for beviljade, ej utnyttjade krediter
Forandring reserveringar - steg 1

Forandring reserveringar - steg 2

Forandring reserveringar - steg 3

Kreditforluster avseende beviljade, ej utnyttjade krediter

Summa kreditforluster
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-12 941
120512
-185 739
-78 168
-1014 184
157 810
-856 375
-934 543

-1319
210

-1109
-935 653

Signed IF, CM, JZ, PH, JB, RM, JS, HNA, EPE, PN, YZ

86 295

19 597
-255 328
-149 436
-1244 653
227 844
-1 016 809
-1166 245

2294

2296
-1163 950
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Aktuell skatt -125 046 -38 636
Justering skatt tidigare ar -3630 1636
Uppskjuten skatt -4 770 -23 328
Summa -133 446 -60 329
Resultat fore skatt 493 953 - 290 367 -
Redovisad skattekostnad -133 446 -27,02 -60 329 -20,78
Skatt enligt géllande skattesats, 20,6 % -101 754 -20,60 -59 816 -20,60
Skillnad att forklara -31692 -6,42 -513 -0,18
Ej avdragsgilla kostnader -3018 -0,61 -232 -0,08
Ej skattepliktiga intakter 515 0,10 856 0,29
Ej redovisade avdragsgilla kostnader -3630 -0,73 1636 0,56
Avvikande skatteregler -25 559 -5,17 -2772 -0,95
Redovisad effektiv skatt -133 446 -27,02 -60 329 -20,78
Skatt pensioner 1266 781
Orealiserade vardeforandringar verkligt varde reserv 298 -1142
Aktuell skatt hanforlig till arets omrakningsdifferenser avseende utlandska verksamheter 15391 1071
Summa 16 955 710
Ej avrdknad utldndsk skatt 25 385 2947
Summa 25385 2947
Omvaérdering pensionsskuld 916 -1562 1266 - 621
Materiella/immateriella tillgangar 2485 -3263 - - -778
Leasing - 54 - - 54
Summa uppskjuten skatt 3402 -4 770 1266 - -102
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Svenska banker 3085 645 2317798
Riksbanken 41189 -
Utlandska banker 841428 481 683
Summa 3968 262 2799 482
Likvida medel varderade till upplupet anskaffningsvarde.

Svensk allmanhet 23 046 429 24 251 002
Utlandsk allmédnhet 5712 654 6 647 062
Summa 28 759 084 30 898 064
Utlaning till allménheten varderade till upplupet anskaffningsvarde.

Beviljade, ej utbetalda, krediter 9750 9766
Beviljade, ej utnyttjade, krediter 40 182 620 38314218
Steg 1 11128 10014
Steg 2 2653 2902
Steg 3 - -
Summa 13782 12 916
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Likvida medel
Steg 1

Redovisat varde brutto 3968 262 2799 482
Reserveringar - -
Summa redovisat varde 3968 262 2799 482
Lan till allmanheten, privatpersoner
Steg 1
Redovisat varde brutto 24743 841 26 469 280
Reserveringar -456 126 -450 357
Redovisat varde 24287715 26 018 923
Steg 2
Redovisat varde brutto 2528321 3088 902
Reserveringar -436 249 -561 519
Redovisat varde 2092 072 2527 382
Steg 3
Redovisat varde brutto 4 496 902 4288 791
Reserveringar -2523718 -2 352 082
Redovisat varde 1973184 1936 709
Summa redovisat varde 28 352 971 30483015
Lan till allmanheten, foretag
Steg 1
Redovisat varde brutto 399 863 405 775
Reserveringar -416 -408
Redovisat varde 399 448 405 367
Steg 3
Redovisat varde brutto 14 820 20473
Reserveringar -8 155 -10 791
Redovisat varde 6 665 9 682
Summa redovisat varde 406 113 415 049
Summa totalt 32727 346 33 697 546
Redovisat varde brutto, Steg 1 25 143 704 26 875 055
Redovisat vérde brutto, Steg 2 2528321 3088902
Redovisat vérde brutto, Steg 3 4511722 4 309 264
Summa redovisat varde brutto 32183 748 34273221
Reserveringar Steg 1 -456 542 -450 765
Reserveringar Steg 2 -436 249 -561 519
Reserveringar Steg 3 -2531873 -2362 873
Summa reserveringar -3424 664 -3375 157
Summa redovisat varde 28 759 084 30 898 064
Andel lan i steg 3, brutto, % 14,02% 12,57%
Andel lan i steg 3, netto, % 6,88% 6,30%
Reserveringsgrad for lan i steg 1 1,82% 1,68%
Reserveringsgrad for lan i steg 2 17,25% 18,18%
Reserveringsgrad for lan i steg 3 56,12% 54,83%
Total reserveringsgrad for lan 10,64% 9,85%
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Redovisat varde brutto

Redovisat varde brutto per 1 januari 2025 26 875 055 3088902 4309 264 34273221
Redovisat varde brutto per 31 december 2025 25143 704 2528321 4511722 32183748
Reserveringar for utlaning till allmanheten och likvida medel
Reserveringar per 1 januari 2025 -450 765 -561 519 -2 362873 -3375157
Nya och borttagna finansiella tillgangar, netto -12 631 43 889 505 811 537070
Forandringar i riskfaktorer -69 882 14 359 -21440 -76 964
Overféringar mellan steg under perioden
fran steg 1 till steg 2 42 949 -230 847 - -187 898
fran steg 1 till steg 3 23 965 - -309 341 -285 376
fran steg 2 till steg 1 -26 386 104 620 - 78 235
fran steg 2 till steg 3 - 196 554 -376 552 -179 998
fran steg 3 till steg 1 -256 - 4978 4722
fran steg 3 till steg 2 - -3305 9228 5923
*Ovrigt 36 464 - 18316 54779
Reserveringar 31 december 2025 -456 542 -436 249 -2531873 -3424 664
Redovisat védrde
Ingdende balans 1 januari 2025 26 424 290 2527382 1946 391 30 898 064
Utgdende balans 31 december 2025 24 687 163 2092072 1979 849 28 759 084
*Korrigeringspost relaterade till forsaljning av fordran i manaden, korrigeringspost for att aterspegla nya bokningar av kunder i manaden, och
valutakursférandringar.
Redovisat varde brutto
Redovisat vérde brutto per 1 januari 2024 28763 834 2993694 3636 409 35393937
Redovisat varde brutto per 31 december 2024 26 875 055 3088902 4309 264 34273221
Reserveringar for utlaning till allmanheten och likvida medel
Reserveringar per 1 januari 2024 -535572 -580 399 -2107 428 -3 223399
Nya och borttagna finansiella tillgangar, netto -1059 46 230 708 477 753 648
Forandringar i riskfaktorer 20 686 1678 139 789 162 152
Overféringar mellan steg under perioden
fran steg 1 till steg 2 67 665 -344 767 - -277 102
fran steg 1 till steg 3 48 225 - -571 658 -523433
fran steg 2 till steg 1 -15174 89384 - 74 209
fran steg 2 till steg 3 - 229732 -439 912 -210 180
fran steg 3 till steg 1 -46 - 1423 1377
fran steg 3 till steg 2 - -3381 7 448 4067
*Ovrigt -35488 4 -101 012 -136 496
Reserveringar 31 december 2024 -450 765 -561 519 -2362 873 -3375157
Redovisat varde
Ingdende balans 1 januari 2024 28 228 262 2413295 1528981 32170538
Utgaende balans 31 december 2024 26 424 290 2527 382 1946391 30 898 064
*Korrigeringspost relaterade till forsaljning av fordran i manaden, korrigeringspost for att aterspegla nya bokningar av kunder i manaden, och
valutakursférandringar.
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Redovisat varde brutto

Redovisat varde brutto per 1 januari 2025 26 875 055 3088902 4309 264 34273221
Nya och borttagna finansiella tillgangar, netto 845913 -220 579 -853 140 -227 805
Forandringar i riskfaktorer -833 792 -62 086 -187 782 -1 083 660
Overforingar mellan steg under perioden
fran steg 1 till steg 2 -1267513 1299 480 - 31966
fran steg 1 till steg 3 -582 641 - 566 912 -15729
fran steg 2 till steg 1 694 987 -858 179 - -163 191
fran steg 2 till steg 3 - -737 497 706 912 -30 585
fran steg 3 till steg 1 8907 - -11130 -2223
fran steg 3 till steg 2 - 18 177 -19 340 -1163
*Ovrigt -597 212 103 26 -597 083
Redovisat varde
Utgaende balans 31 december 2025 25143 704 2528321 4511722 32183748
*Korrigeringspost relaterade till forsaljning av fordran i manaden, korrigeringspost for att aterspegla nya bokningar av kunder i manaden, och
valutakursforandringar.
Redovisat varde brutto
Redovisat vérde brutto per 1 januari 2024 28763 834 2993694 3636 409 35393 937
Nya och borttagna finansiella tillgangar, netto 262 050 -221180 -1143 641 -1102771
Forandringar i riskfaktorer -170 089 -25590 -110 426 -306 105
Overféringar mellan steg under perioden
fran steg 1 till steg 2 -1767 473 1878 585 - 111112
fran steg 1 till steg 3 -1076 095 - 1112101 36 006
fran steg 2 till steg 1 591 793 -715 534 - -123 741
fran steg 2 till steg 3 - -834 537 845 054 10517
fran steg 3 till steg 1 2423 - -2 677 -254
fran steg 3 till steg 2 - 13482 -13379 103
*Qvrigt 268 612 -18 -14 178 254 417
Redovisat varde
Utgdende balans 31 december 2024 26 875 055 3088902 4309 264 34273221
*Korrigeringspost relaterade till forsaljning av fordran i manaden, korrigeringspost for att aterspegla nya bokningar av kunder i manaden, och
valutakursférandringar.
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Anskaffningsvarde vid arets ingang 400 148 383 903
Nyanskaffningar genom intern utveckling 41508 17974
Omrakningsdifferens anskaffningsvarden -9941 -1729
Anskaffningsvarde vid arets utgang 431715 400 148
Avskrivningar vid arets ingang -367 661 -364 481
Arets avskrivningar -4 496 -4 910
Omrakningsdifferens anskaffningsvarden 9492 1730
Avskrivningar vid arets utgang -362 665 -367 661
Redovisat varde 69 049 32487
Varav Internt upparbetad programvara 69 049 32487
Leasingskuld 188 418 -
Nyttjanderatt 188 156 -
Varav nya leasingavtal 188 156 -
Avskrivningar 3122 -
Réantekostnader 524 -
Summa 3 646 =
Leasingatagande 9 609 29 862 38215 35974 26 647 25556 22556 188 418
Leasingbetalningar 9 609 29 862 38215 35974 26 647 25556 40903 206 765
Finansiell leasing avser leasing av fastighets- och lokalkostnader.
Marginell laneranta for gruppen ar berdknad till 3,497% for 2025.
Anskaffningsvarde vid arets ingang 68 004 65 695
Nyanskaffningar 350 2 368
Omréakningsdifferens anskaffningsvarden -923 -59
Anskaffningsvarde vid arets utgang 67 431 68 004
Avskrivningar vid arets ingang -49 178 -44 245
Arets avskrivning -5 570 -5117
Omrékningsdifferens 700 183
Avskrivningar vid arets utgang -54 049 -49 178
Redovisat varde 13 382 18 825
Materiella tillgangar bestar av maskiner och inventarier.
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Kundfordringar* 47 653 219 362
Skattefordringar 61 658 31562
Fordran kortnatverk 33283 71380
Ovriga fordringar 74032 72874
Summa 216 625 395179

*Finansiella tillgangar varderade till upplupet anskaffningsvarde

Upplupna réntor - 7 663
Forutbetalda kostnader (IT, licenser etc.) 87 545 30777
Forutbetalda kostnader och 6vriga upplupna intakter 19 662 25 803
Summa 107 207 64 242
Svenska banker 27 294 521 15228894
Utldndska banker - 15228 894
Summa 27 294 521 30457 789

Skulder till kreditinstitut varderade till upplupet anskaffningsvarde.

Leverantorsskulder * 65 333 40724
Skatteskulder 34514 4610
Ovriga skulder * 65981 57931
Summa 165 828 103 264

*Finansiella skulder varderade till upplupet anskaffningsvarde.

Upplupna rantor 3111 5611
Upplupna personalkostnader 45972 44701
Ovriga upplupna kostnader och férutbetalda intikter 123301 132051
Summa 172 384 182 363
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Stallda panter

For egna skulder stéllda sakerheter Inga Inga
Eventualforpliktelser

Nominella belopp

Eventualforpliktelser Inga Inga
Ataganden

Nominella belopp

Beviljade, ej utnyttjade kortkrediter (nominellt) 40 182 620 38314218
Tillgangar
Utlaning till kreditinstitut 3126834 537 950 282702 20776 3968 262
Utlaning till allménheten, netto 23 046 429 3251877 2424634 36 143 28759 084
Ovriga tillgangar 468 265 101 682 24472 = 594 419
Summa tillgangar 26 641 528 3891509 2731809 56 919 33321765
Skulder
Skulder till kreditinstitut 22 000 000 2999 675 2229960 64 886 27294 521
Ovriga skulder, inkl. eget kapital/filial kapital 4641528 891 834 501 849 -7 967 6027 244
Summa skulder 26 641 528 3891509 2731809 56 919 33321765
Tillgangar
Utlaning till kreditinstitut 2292 560 275337 214002 17 582 2799482
Utlaning till allménheten, netto 24 251 002 3810941 2780931 55190 30 898 064
Obligationer och andra rantebarande
vardepapper 1166 637 391777 126 003 56 507 1740924
Ovriga tillgéngar 434 268 59 143 19982 742 514 135
Summa tillgangar 28 144 467 4537198 3140918 130 022 35952 605
Skulder
Skulder till kreditinstitut 24100 000 3525092 2 694 855 137 842 30457 789
Ovriga skulder inkl. eget kapital 4044 467 1012 105 446 064 -7 820 5494 816
Summa skulder 28 144 467 4537198 3140919 130 022 35952 605
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Berakning av kapitalbaskrav &r utford i enlighet med Regelverket (EU)
2024/1623, Lagen (2014:966) om kapitalbuffertar, och
Finansinspektionens foreskrifter (FFFS 2014:12) om tillsynskrav och
kapitalbuffertar. Utfall avser berdkning i enlighet med lagstadgat
minimikrav pa kapital, benamnt pelare 1, samt kapitalbehov enligt det
kombinerade buffertkravet.

Entercard tillampar schablonmetoden vid berdkning av kapitalbaskravet
for kreditrisk. Kreditrisk berdknas pa alla tillgdngsposter i och utanfor
balansrdkningen som inte dras av fran kapitalbasen. Entercard berdknar
dven ett kapitalkrav for valutarisk. Entercard har ett permanent tillstand
fran Finansinspektionen att undanta vissa strukturella valutapositioner
fran kapitalkravsberdkningen, namligen sadana valutapositioner som
tagits avsiktligt i syfte att sakra kapitalkvoten mot oférdelaktiga
forandringar i valutakurser.

Entercard tillampar schablonmetoden (SMA) for att berdkna
kapitalkravet for operativ risk.

Det kombinerade buffertkravet utgor ett krav att halla en
kapitalkonserveringsbuffert om 2,5 procent av riskvéagt
exponeringsbelopp. Buffertkravet innehaller dven en kontracyklisk
buffert som for narvarande uppgar till 2,1 procent av riskvagt
exponeringsbelopp. Det finns for ndrvarande inga planerade @ndringar
av den kontracykliska bufferten i de lander dar Entercard bedriver sin
verksamhet.

Som ett resultat av Oversyns- och utvérderingsprocess (OUP) 2023 har
Entercard erhallit en Pelare 2-vagledning pa 1% av riskvagt
exponeringsbelopp, samt 1,5% av totalt exponeringsmatt for
bruttosoliditet.

Entercard har inget handelslager.

Document ID 09222115557573795214

Entercard Group AB &r ett svenskt kreditmarknadsbolag med tillstand att
bedriva finansieringsrorelse pa den skandinaviska marknaden. Bolagets
verksamhet i Norge och Danmark utévas genom filialerna “Entercard Norge,
filial av Entercard Group AB” och "Entercard Danmark, filial av Entercard
Group AB”. Entercards utlaning i Finland bedrivs genom gransoverskridande
verksamhet. Upplysningar i denna not Iamnas i enlighet med
tillsynsforordningen, Kommissionens genomférandeférordning (EU) nr
2021/637, Finansinspektionens féreskrifter och allmanna rad (FFFS 2008:25
och FFFS 2014:12).

Ut6éver ovan namnda kapitalbaskrav haller Entercard ytterligare kapital enligt
det totala kapitalbehov som beraknats i den interna kapitalutvarderingen
(IKU). Per den 31 december 2025 uppgick det interna kapitalkravet till

16,5 procent.

Entercard utvadrderar kapitalbehovet for samtliga solvensrelaterade risker
inom ramen for Pelare 2. Denna utvérdering baserar sig till stor del pa
stresstester. Resultatet av den interna kapitalutvardering visar att Entercards
kapitalbas ar tillracklig i forhallande till kapitalbehovet for de risker som
Entercard ar exponerade mot.

Arlig information om kapitalutvardering och riskhantering, ”Risk and Capital
Adequacy Report (Pillar 3) 2025”, finns tillgénglig pa Entercards websida,
http://www.entercard.com.

Entercard Group AB:s rakenskaper konsolideras i Swedbankskoncernens
arsredovisning.
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Kapitalinstrument och tillhérande 6verkursfonder 5000 5000
Ej utdelade vinstmedel 5579 658 5349 618
Ackumulerat annat totalresultat -461 449 -392 833
Resultat netto efter avdrag fr férutsebara kostnader och utdelningar som har verifierats av personer som har

en oberoende stéllning 360 507 230039
Karnprimarkapital fore lagstiftningsjusteringar 5483715 5191 824
Ytterligare vardejusteringar - -1118
Immateriella tillgangar -69 049 -32 487
Uppskjutna skattefordringar som uppstar till foljd av temporéra skillnader - -3402
Negativa belopp till foljd av berdkning av férvantade forlustbelopp -297 988 -104 361
Forluster for innevarande ar - -
Summa lagstiftningsjusteringar av karnprimarkapital -367 037 -141 368
Karnprimarkapital 5116 679 5050 456
Primarkapitalstillskott: instrument - -
Primarkapital 5116 679 5050 456
Kapitalinstrument och tillhérande dverkursfonder - -
Kreditjusteringar - R
Supplementarkapital fore lagstiftsjusteringar - -
Summa lagstiftningsjusteringar av supplementéarkapital - -
Supplementérkapital - -
Totalt kapital 5116 679 5050 456
Totalt riskvagt exponeringsbelopp 26 093 763 27 031776
Karnprimarkapitalrelation 19,6% 18,7%
Primarkapitalrelation 19,6% 18,7%
Total kapitalrelation 19,6% 18,7%
Total kdrnprimarkapitalkrav inklusive buffertkrav 9,1 9,1
varav krav pd kdrnprimdrkapital 4,5 4,5
varav krav pd kapitalkonserveringsbuffert 2,5 2,5
varav krav pa kontracyklisk kapitalbuffert 2,1 2,1
Karnprimarkapital tillgangligt att anvandas som buffert 10,5 9,6
Bruttosoliditetskrav, % 13,7 12,7
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Institutsexponeringar 785 455 62 836 559978 44 798
Sékerstallda obligationer - - 57 438 4595
Hushallsexponeringar 19399414 1551953 21631658 1730533
Exponeringar mot trossamfund 3004 240 2 885 231
Foretagsexponeringar 15223 1218 2 845 228
Osakra fordringar 1981424 158 514 1946391 155711
Ovriga exponeringar 525370 42 030 478 246 38 260
Summa 22 709 890 1816791 24 679 441 1974 355
Summa kapitalkrav for kreditrisk enligt schablonmetoden 1816791 1974 355
Riskexponeringsbelopp 3039983 1974 974
Kapitalkrav enligt Schablonmetoden (SMA) 243199 157 998
Kapitalkrav for operativ risk 243199 157 998
Riskexponeringsbelopp valutarisk 343 890 377 361
Kapitalkrav enligt schablonmetoden 27 511 30189
Kapitalkrav for marknadsrisk 27 511 30189
Kapitalkrav for avvecklingsrisk - -
Kapitalkrav for kreditvardighetsjusteringsrisk - -
Totalt kapitalkrav 2087 501 2162 542
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Kreditrisk 1816 791 7,0 1974 355 7,3
Marknadsrisk 27 511 0,1 30189 0,1
Operativ risk 243 199 0,9 157 998 0,6
Avvecklingsrisk - - - -
Kreditvardighetsjusteringsrisk - - - -
Totalt kapitalbaskrav enligt Pelare 1 2087 501 8,0 2162 542 8,0
Ovrigt kapitalbaskrav 495 781 1,9 513 604 1,9
Totalt kapitalbaskrav enligt Pelare 2 495 781 1,9 513 604 1,9
Kontracyklisk buffert 547 648 2,1 568 834 2,1
Kapitalkonserveringsbuffert 652 344 2,5 675 794 2,5
Totalt kombinerat buffertkrav 1199992 4,6 1244628 4,6
Paslag for intern buffert 260938 1,0 270318 1,0
Pelare 2-vagledning 260938 1,0 270318 1,0
Totalt Pelare 2-vagledning och intern buffert 521875 2,0 540 636 2,0
Totalt kapitalbehov 4305 150 16,5 4 461 410 16,5
Totalt kapitalbas 5116 679 19,6 5050 456 18,7
*REA - Riskexponeringsbelopp

Bruttosoliditetskrav Pelare 1 1118234 3,0 1192148 3,0
Pelare 2-vagledning 559117 1,5 596 074 1,5
Totalt bruttosoliditetskrav inklusive pelare 2-vagledning 1677351 4,5 1788221 4,5
Primarkapital 5116 679 - 5050 456 -
* Entercards berdkning baserad pa Finansinspektionens annonserade bruttosoliditetskrav, inklusive pelare 2-krav och pelare 2-vigledning.
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Entercard &r ett helagt dotterbolag till Swedbank AB (publ). Transaktioner med narstaende parter bestar av utlaning till kreditinstitut och upplaning, inklusive
relaterade ranteintakter och rantekostnader, samt provisioner och kostnader relaterade till IT-system. Den 1 december 2025 férvarvade Swedbank Barclays
dgarandel i Entercard, vilket innebar att Entercard fran och med detta datum blev ett dotterbolag till Swedbank.

Utlaning till kreditinstitut 3085 645 2317 798 - -
Summa 3 085 645 2317798 - -
Skulder till kreditinstitut 27 294 521 15228 894 - 15228 894
Ovriga skulder 13 096 18 684 - -
Summa 27 307 616 15 247 579 - 15228 894
Rénteintdkter 28 819 65837 - -
Réntekostnader -556 326 -763 013 -498 082 -763 024
Provisionsintakter 58 828 61713 - -
Provisionskostnader -114 936 -102 117 - -
Ovriga kostnader -4175 -6 907 -59 073 -
Summa -587 790 -744 486 -557 155 -763 024
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Utlaning till kreditinstitut 3968 262 - - - 3968 262 3968 262
Utlaning till allmanheten, netto 28 759 084 - - - 28759084 28759084
Ovriga tillgdngar 148 804 = = 338408 487212 487212
Forutbetalda kostnader och upplupna intdkter 107 207 - - - 107 207 107 207
Summa tillgangar 32983 357 - - 338408 33321765 33321765
Skulder till kreditinstitut 27 294 521 o o - 27294521 27294521
Ovriga skulder - - 350944 3404 354 349 354 349
Upplupna kostnader och férutbetalda intakter - - 172 384 - 172 384 172384
Pensionsskuld, netto - - - 3016 3016 3016
Ovriga avsattningar 13782 - - - 13782 13782
Summa skulder 27 308 302 - 523328 6420 27838050 27838050
Utlaning till kreditinstitut 2799 482 o o ° 2799 482 2799482
Utlaning till allmanheten, netto 30 898 064 - - - 30898064 30898064
Obligationer och andra rantebarande vardepapper - 1740924 - - 1740924 1740924
Ovriga tillgdngar 330036 - - 119 856 449 893 449 893
Forutbetalda kostnader och upplupna intdkter 64 242 - - - 64 242 64 242
Summa tillgangar 34 091 824 1740924 - 119856 35952605 35952 605
Skulder till kreditinstitut 30457 789 - - - 30457789 30457789
Ovriga skulder - - 99 884 3380 103 264 103 264
Upplupna kostnader och férutbetalda intakter - - 182 363 - 182 363 182363
Ovriga avsittningar 12916 < < s 12916 12916
Summa skulder 30470 705 - 282 247 7829 30760781 30760781
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Avskrivning materiella och immateriella tillgangar 13188 10027
Loneskatt 8828 8828
Kreditforluster, exkl atervinning 78 845 150 475
Kreditreservering, off-balance 1102 -2276
Forutbetalda kostnader och upplupna intdkter -44 258 25416
Upplupna kostnader och forutbetalda intakter -7 794 5095
Summa 49911 197 565
Resolutionsavgifter -11 416 -12 594
Summa -11 416 -12 594

Till arsstammans forfogande star féljande vinstmedel

Balanserade vinstmedel fran foregaende ar 5049 158 576 4924297 273
Arets resultat 360 506 764 230038 785
Summa att disponera 5409 665 340 5154 336 058
i ny rakning balanseras 5409 665 340 5154 336 058
Summa 5 409 665 340 5154 336 058

Johan Salgstrom tilltrddde som vd for Entercard i januari 2026 och ersatte darmed tidigare vd Jan Haglund.

Swedbank avser att minska risken inom Entercards konsument-finansieringsverksamhet. Under januari 2026 fattade Swedbank ett inriktningsbeslut att
avyttra Entercards portfolj av konsumtionslan utan sékerheter, vilken per forvarvsdatum uppgick till cirka 40 procent av Entercards totala lIaneportfolj, eller
cirka 13 mdkr. Entercard bekraftar inriktningen fran Swedbank och eftersom dessa balanser avses att avyttras inom snar framtid snarare dn innehas for att
erhalla avtalsenliga kassafloden, kommer tillhérande reserveringar for befarade kreditforluster att behéva omréknas.
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Not 31 Legal agarstruktur

Entercard ar ett helagt dotterbolag till Swedbank AB (Publ). Swedbanks arsredovisning finns tillgdnglig pa deras hemsida, www.swedbank.com.

Arsredovisningens innehall blev klart den 26 mars 2026.

Arsredovisningen undertecknades av samtliga den 26 mars 2026, Stockholm
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Ingela Forsberg Carl Molinere Per Hagberg
Ordfdrande
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      199.247.35.83

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The initiator Per Linzander (PL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2026-04-09 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ingela.forsberg@swedbank.se) to Ingela Forsberg (IF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (carl.molinero@swedbank.se) to Carl Molinero (CM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johannes.zanden@swedbank.com) to Johannes Zandén (JZ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (per.a.hogberg@swedbank.se) to Per Högberg (PH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jennifer.barck@swedbank.se) to Jennifer Barck (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (rolf.marquardt@swedbank.se) to Rolf Marquardt (RM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan.salgstrom@entercard.com) to Johan Sälgström (JS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hege.nilsen.aukan@entercard.com) to Hege Nilsen Aukan (HNA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:34.380183 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (eva-li.prades.eriksson@entercard.com) to Eva-Li Prades Eriksson (EPE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 12:05:48.296 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ingela Forsberg (IF) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.373127 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Carl Molinero (CM) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.525916 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johannes Zandén (JZ) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.658369 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Per Högberg (PH) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.732823 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jennifer Barck (JB) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.790655 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rolf Marquardt (RM) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.89045 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Sälgström (JS) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.945561 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hege Nilsen Aukan (HNA) was delivered.

      


    

  



  

  

    		2026-03-26 12:05:48.977675 UTC ±7 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eva-Li Prades Eriksson (EPE) was delivered.

      


    

  



  

  

    		2026-03-26 12:10:57.251047 UTC ±9 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      199.247.35.72

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Hege Nilsen Aukan (HNA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 12:10:58.85536 UTC ±9 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 12:11:34.498276 UTC ±9 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      135.225.152.67

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.7444.175 Safari/537.36

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 12:14:25.520986 UTC ±10 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      199.247.35.72

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        An SMS with a PIN was sent to +4792444535 for Hege Nilsen Aukan (HNA) to use for authentication.

      


    

  



  

  

    		2026-03-26 12:14:30.556353 UTC ±10 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4792444535 for Hege Nilsen Aukan (HNA) to use for authentication.

      


    

  



  

  

    		2026-03-26 12:14:49.032002 UTC ±10 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      199.247.35.72

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Hege Nilsen Aukan (HNA) signed in the signature box “signature 1”.
[image: signature]'HFDE N Rdan
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		45		0.669		0.392



 

      


    

  



  

  

    		2026-03-26 12:14:49.032002 UTC ±10 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      199.247.35.72

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Hege Nilsen Aukan (HNA) signed the document using PIN by SMS as authentication method. The PIN was sent to +4792444535.

      


    

  



  

  

    		2026-03-26 12:16:06.381113 UTC ±10 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      95.194.212.171

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/145.0.3800.99 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 12:17:49.13146 UTC ±11 ms

    		2026-03-26 11:45:33.780213 UTC

    		

      95.194.212.171

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/145.0.3800.99 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 12:46:29.190119 UTC ±1 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 12:47:14.0454 UTC ±1 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      95.194.212.171

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/145.0.3800.99 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 12:55:18.568448 UTC ±5 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:14:27.37577 UTC ±14 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Rolf Marquardt (RM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:17:35.28592 UTC ±16 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Rolf Marquardt (RM) changed the text in the text field “ID number” from 
  blank
 to 
  “19641025-6918”
.  

      


    

  



  

  

    		2026-03-26 13:17:35.28592 UTC ±16 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Rolf Marquardt (RM) signed in the signature box “signature 1”.
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    		2026-03-26 13:17:35.28592 UTC ±16 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Rolf Marquardt (RM) answered the question "Do you choose to give your consent?" by "I give my consent.".

      


    

  



  

  

    		2026-03-26 13:17:56.721638 UTC ±16 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.63

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Rolf Marquardt (RM) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: ROLF MAGNUS JÖRGEN MARQUARDT
  
ID number: 
  196410256918

  
IP: 95.193.46.65



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:43:26.812542 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Carl Molinero (CM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:43:36.120457 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      213.115.9.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Per Högberg (PH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:44:37.939696 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Carl Molinero (CM) changed the text in the text field “ID number” from 
  blank
 to 
  “196505140076”
.  

      


    

  



  

  

    		2026-03-26 13:44:37.939696 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Carl Molinero (CM) signed in the signature box “signature 1”.
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    		2026-03-26 13:44:37.939696 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Carl Molinero (CM) answered the question "Do you choose to give your consent?" by "I give my consent.".

      


    

  



  

  

    		2026-03-26 13:44:49.551366 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      213.115.9.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Per Högberg (PH) changed the text in the text field “ID number” from 
  blank
 to 
  “197310054916”
.  

      


    

  



  

  

    		2026-03-26 13:44:49.551366 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      213.115.9.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Per Högberg (PH) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:		Page		X		Y

		45		0.665		0.214



 

      


    

  



  

  

    		2026-03-26 13:44:49.551366 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      213.115.9.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Per Högberg (PH) answered the question "Do you choose to give your consent?" by "I give my consent.".

      


    

  



  

  

    		2026-03-26 13:44:54.826339 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Carl Molinero (CM) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: CARL MOLINERO
  
ID number: 
  196505140076

  
IP: 95.194.212.171



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:45:01.902165 UTC ±29 ms

    		2026-03-26 12:45:35.189293 UTC

    		

      213.115.9.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Per Högberg (PH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: PER JONAS HÖGBERG
  
ID number: 
  197310054916

  
IP: 94.191.152.107



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:51:08.468897 UTC ±2 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Ingela Forsberg (IF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:51:11.534357 UTC ±2 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Jennifer Barck (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:52:06.584739 UTC ±2 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Johan Sälgström (JS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:52:29.754815 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Johannes Zandén (JZ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:52:34.439087 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.83

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Eva-Li Prades Eriksson (EPE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 13:53:11.452104 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Jennifer Barck (JB) signed in the signature box “signature 1”.
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    		2026-03-26 13:53:11.452104 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Jennifer Barck (JB) changed the text in the text field “ID number” from 
  blank
 to 
  “19800802-1209”
.  

      


    

  



  

  

    		2026-03-26 13:53:11.452104 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Jennifer Barck (JB) answered the question "Do you choose to give your consent?" by "I give my consent.".

      


    

  



  

  

    		2026-03-26 13:53:16.937594 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Ingela Forsberg (IF) changed the text in the text field “ID number” from 
  blank
 to 
  “19770621-7101”
.  

      


    

  



  

  

    		2026-03-26 13:53:16.937594 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Ingela Forsberg (IF) signed in the signature box “signature 1”.
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    		2026-03-26 13:53:16.937594 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Ingela Forsberg (IF) answered the question "Do you choose to give your consent?" by "I give my consent.".

      


    

  



  

  

    		2026-03-26 13:53:28.511257 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Jennifer Barck (JB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: JENNIFER BARCK
  
ID number: 
  198008021209

  
IP: 94.234.75.241



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:53:29.516813 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.61

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Ingela Forsberg (IF) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: Ingela Maria Forsberg
  
ID number: 
  197706217101

  
IP: 83.187.185.194



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:54:35.644709 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Johan Sälgström (JS) changed the text in the text field “ID number” from 
  blank
 to 
  “197509121518”
.  

      


    

  



  

  

    		2026-03-26 13:54:35.644709 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Johan Sälgström (JS) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		45		0.367		0.483



 

      


    

  



  

  

    		2026-03-26 13:54:44.890185 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.83

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Eva-Li Prades Eriksson (EPE) signed in the signature box “signature 1”.
[image: signature]Eva~dl, Pradee Enibeson







The box’s placement in the Main Document:		Page		X		Y

		45		0.070		0.389



 

      


    

  



  

  

    		2026-03-26 13:54:44.890185 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.83

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Eva-Li Prades Eriksson (EPE) changed the text in the text field “ID number” from 
  blank
 to 
  “197511239282”
.  

      


    

  



  

  

    		2026-03-26 13:54:48.678396 UTC ±3 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.68

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Johan Sälgström (JS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: JOHAN SÄLGSTRÖM
  
ID number: 
  197509121518

  
IP: 90.233.199.131



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:55:02.284998 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      199.247.35.83

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Eva-Li Prades Eriksson (EPE) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: EVA LI PRADES ERIKSSON
  
ID number: 
  197511239282

  
IP: 213.115.9.150



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:56:23.887018 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Johannes Zandén (JZ) changed the text in the text field “ID number” from 
  blank
 to 
  “197310225656”
.  

      


    

  



  

  

    		2026-03-26 13:56:23.887018 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The signatory Johannes Zandén (JZ) signed in the signature box “signature 1”.
[image: signature]Jhather Zaaln







The box’s placement in the Main Document:		Page		X		Y

		45		0.071		0.307



 

      


    

  



  

  

    		2026-03-26 13:56:23.887018 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The party Johannes Zandén (JZ) answered the question "Do you choose to give your consent?" by "I give my consent.".

      


    

  



  

  

    		2026-03-26 13:56:44.324973 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      164.10.46.64

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36 Edg/146.0.0.0

      

    

    		

      

        The document was signed by Johannes Zandén (JZ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: JOHANNES ZANDÉN
  
ID number: 
  197310225656

  
IP: 213.115.9.150



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 13:56:44.324973 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (peter.nilsson@pwc.com) to Peter Nilsson (PN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 13:56:44.324973 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (yulia.zhuravel@pwc.com) to Yulia Zhuravel (YZ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-03-26 13:56:48.831647 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Nilsson (PN) was delivered.

      


    

  



  

  

    		2026-03-26 13:56:48.854859 UTC ±4 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Yulia Zhuravel (YZ) was delivered.

      


    

  



  

  

    		2026-03-26 14:13:29.836827 UTC ±11 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.64.252

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Yulia Zhuravel (YZ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 14:16:03.493553 UTC ±12 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Peter Nilsson (PN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 14:16:09.51194 UTC ±12 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      3.221.90.240

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Peter Nilsson (PN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 14:24:40.268179 UTC ±15 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Yulia Zhuravel (YZ) changed the text in the text field “ID number” from 
  blank
 to 
  “198610116025”
.  

      


    

  



  

  

    		2026-03-26 14:24:40.268179 UTC ±15 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Yulia Zhuravel (YZ) signed in the signature box “signature 1”.
[image: signature]//(/%/ 07 A/ﬂrm/







The box’s placement in the Main Document:		Page		X		Y

		45		0.587		0.663



 

      


    

  



  

  

    		2026-03-26 14:24:43.124464 UTC ±15 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.64.252

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Peter Nilsson (PN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 14:26:04.640708 UTC ±15 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Peter Nilsson (PN) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-03-26 14:26:31.369232 UTC ±16 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Yulia Zhuravel (YZ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: IULIIA ZHURAVEL
  
ID number: 
  198610116025

  
IP: 62.119.65.134



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 14:27:04.535636 UTC ±16 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Peter Nilsson (PN) changed the text in the text field “ID number” from 
  blank
 to 
  “197205162030”
.  

      


    

  



  

  

    		2026-03-26 14:27:04.535636 UTC ±16 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Peter Nilsson (PN) signed in the signature box “signature 1”.
[image: signature]SV







The box’s placement in the Main Document:		Page		X		Y

		45		0.084		0.663



 

      


    

  



  

  

    		2026-03-26 14:27:17.533018 UTC ±16 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      62.119.65.134

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Peter Nilsson (PN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


I sign the document "Årsredovisning ECG 2025 -Board 240326" with document ID 9222115557573795214.







Data returned from 
  the BankID network
:
  
Name: PETER NILSSON
  
ID number: 
  197205162030

  
IP: 62.119.64.252



















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-03-26 14:27:17.533018 UTC ±16 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-03-26 14:27:17.998666 UTC ±16 ms

    		2026-03-26 13:45:37.07709 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-02-12 22:29:15.251805 UTC and 2026-03-26 13:45:37.07709 UTC:







  		Time collected

  		Clock offset







  

    		2026-02-12 22:29:15.251805

    		0.0 ms

  





  

    		2026-02-12 23:29:16.895116

    		0.0 ms

  





  

    		2026-02-13 00:29:18.229994

    		0.0 ms

  





  

    		2026-02-13 01:29:19.429194

    		0.3 ms

  





  

    		2026-02-13 02:29:20.877056

    		0.0 ms

  





  

    		2026-02-13 03:29:22.399447

    		0.0 ms

  





  

    		2026-02-13 04:29:23.640741

    		-0.2 ms

  





  

    		2026-02-13 05:29:25.030989

    		-0.1 ms

  





  

    		2026-02-13 06:29:26.199077

    		-0.1 ms

  





  

    		2026-02-13 07:29:27.173083

    		0.2 ms

  





  

    		2026-02-13 08:29:27.238528

    		0.0 ms

  





  

    		2026-02-13 09:29:27.454406

    		0.0 ms

  





  

    		2026-02-13 10:29:27.497923

    		0.0 ms

  





  

    		2026-02-13 11:29:28.195262

    		0.0 ms

  





  

    		2026-02-13 12:29:28.959873

    		0.0 ms

  





  

    		2026-02-13 13:29:29.085259

    		0.0 ms

  





  

    		2026-02-13 14:29:29.886268

    		0.0 ms

  





  

    		2026-02-13 15:29:30.484416

    		0.0 ms

  





  

    		2026-02-13 16:29:31.532185

    		0.0 ms

  





  

    		2026-02-13 17:29:32.03963

    		0.0 ms

  





  

    		2026-02-13 18:29:33.413694

    		0.0 ms

  





  

    		2026-02-13 19:29:33.787664

    		0.0 ms

  





  

    		2026-02-13 20:29:35.634737

    		0.0 ms

  





  

    		2026-02-13 21:29:37.597265

    		0.0 ms

  





  

    		2026-02-13 22:29:39.062555

    		0.0 ms

  





  

    		2026-02-13 23:29:40.677947

    		0.0 ms

  





  

    		2026-02-14 00:29:41.93992

    		0.0 ms

  





  

    		2026-02-14 01:29:43.395793

    		0.0 ms

  





  

    		2026-02-14 02:29:45.265571

    		0.0 ms

  





  

    		2026-02-14 03:29:46.948971

    		0.0 ms

  





  

    		2026-02-14 04:29:48.250106

    		0.0 ms

  





  

    		2026-02-14 05:29:49.94398

    		0.0 ms

  





  

    		2026-02-14 06:29:51.49543

    		0.0 ms

  





  

    		2026-02-14 07:29:51.883087

    		0.0 ms

  





  

    		2026-02-14 08:29:53.040179

    		0.0 ms

  





  

    		2026-02-14 09:29:53.107763

    		0.0 ms

  





  

    		2026-02-14 10:29:53.458936

    		0.0 ms

  





  

    		2026-02-14 11:29:54.486129

    		0.0 ms

  





  

    		2026-02-14 12:29:55.152295

    		0.0 ms

  





  

    		2026-02-14 13:29:55.242643

    		-0.2 ms

  





  

    		2026-02-14 14:29:55.872249

    		0.1 ms

  





  

    		2026-02-14 15:29:56.231535

    		0.1 ms

  





  

    		2026-02-14 16:29:56.769717

    		0.0 ms

  





  

    		2026-02-14 17:29:57.978411

    		0.0 ms

  





  

    		2026-02-14 18:29:59.662616

    		0.0 ms

  





  

    		2026-02-14 19:30:00.472087

    		0.0 ms

  





  

    		2026-02-14 20:30:01.33376

    		0.0 ms

  





  

    		2026-02-14 21:30:02.31046

    		0.0 ms

  





  

    		2026-02-14 22:30:02.77549

    		0.0 ms

  





  

    		2026-02-14 23:30:02.789991

    		-0.1 ms

  





  

    		2026-02-15 00:30:02.803501

    		0.0 ms

  





  

    		2026-02-15 01:30:03.604502

    		0.1 ms

  





  

    		2026-02-15 02:30:05.110679

    		0.0 ms

  





  

    		2026-02-15 03:30:06.730527

    		0.0 ms

  





  

    		2026-02-15 04:30:08.610034

    		0.1 ms

  





  

    		2026-02-15 05:30:10.299175

    		0.0 ms

  





  

    		2026-02-15 06:30:10.354754

    		0.0 ms

  





  

    		2026-02-15 07:30:10.886455

    		0.0 ms

  





  

    		2026-02-15 08:30:10.995701

    		0.0 ms

  





  

    		2026-02-15 09:30:11.552913

    		0.0 ms

  





  

    		2026-02-15 10:30:11.92439

    		0.0 ms

  





  

    		2026-02-15 11:30:12.538703

    		0.0 ms

  





  

    		2026-02-15 12:30:12.912216

    		0.0 ms

  





  

    		2026-02-15 13:30:13.012255

    		0.0 ms

  





  

    		2026-02-15 14:30:13.13489

    		0.0 ms

  





  

    		2026-02-15 15:30:13.65388

    		0.0 ms

  





  

    		2026-02-15 16:30:15.039603

    		-0.1 ms

  





  

    		2026-02-15 17:30:16.150409

    		0.0 ms

  





  

    		2026-02-15 18:30:17.634061

    		0.0 ms

  





  

    		2026-02-15 19:30:18.466801

    		0.0 ms

  





  

    		2026-02-15 20:30:19.444633

    		0.0 ms

  





  

    		2026-02-15 21:30:20.273653

    		0.0 ms

  





  

    		2026-02-15 22:30:22.31095

    		0.0 ms

  





  

    		2026-02-15 23:30:24.089251

    		-0.1 ms

  





  

    		2026-02-16 00:30:25.330054

    		0.0 ms

  





  

    		2026-02-16 01:30:26.585648

    		0.0 ms

  





  

    		2026-02-16 02:30:27.664032

    		0.0 ms

  





  

    		2026-02-16 03:30:28.03101

    		0.2 ms

  





  

    		2026-02-16 04:30:29.677286

    		0.0 ms

  





  

    		2026-02-16 05:30:31.573131

    		0.0 ms

  





  

    		2026-02-16 06:30:31.956455

    		0.0 ms

  





  

    		2026-02-16 07:30:32.089501

    		0.0 ms

  





  

    		2026-02-16 08:30:32.102367

    		0.0 ms

  





  

    		2026-02-16 09:30:32.377831

    		0.0 ms

  





  

    		2026-02-16 10:30:32.887589

    		0.0 ms

  





  

    		2026-02-16 11:30:33.564811

    		0.0 ms

  





  

    		2026-02-16 12:30:33.996334

    		0.2 ms

  





  

    		2026-02-16 13:30:34.133022

    		-0.3 ms

  





  

    		2026-02-16 14:30:34.388601

    		0.1 ms

  





  

    		2026-02-16 15:30:35.393729

    		0.0 ms

  





  

    		2026-02-16 16:30:35.806504

    		0.0 ms

  





  

    		2026-02-16 17:30:36.750101

    		0.0 ms

  





  

    		2026-02-16 18:30:37.444642

    		0.0 ms

  





  

    		2026-02-16 19:30:37.538245

    		0.0 ms

  





  

    		2026-02-16 20:30:37.915294

    		0.0 ms

  





  

    		2026-02-16 21:30:38.033684

    		0.0 ms

  





  

    		2026-02-16 22:30:40.114641

    		0.0 ms

  





  

    		2026-02-16 23:30:41.674377

    		0.0 ms

  





  

    		2026-02-17 00:30:43.306942

    		0.0 ms

  





  

    		2026-02-17 01:30:44.605877

    		0.0 ms

  





  

    		2026-02-17 02:30:45.777007

    		0.1 ms

  





  

    		2026-02-17 03:30:47.260534

    		0.0 ms

  





  

    		2026-02-17 04:30:48.731279

    		0.0 ms

  





  

    		2026-02-17 05:30:50.252768

    		0.0 ms

  





  

    		2026-02-17 06:30:52.00554

    		0.0 ms

  





  

    		2026-02-17 07:30:52.83516

    		0.0 ms

  





  

    		2026-02-17 08:30:52.993139

    		0.0 ms

  





  

    		2026-02-17 09:30:53.713299

    		-0.1 ms

  





  

    		2026-02-17 10:30:54.141428

    		0.0 ms

  





  

    		2026-02-17 11:30:54.872494

    		0.0 ms

  





  

    		2026-02-17 12:30:55.301632

    		0.0 ms

  





  

    		2026-02-17 13:30:58.089737

    		0.0 ms

  





  

    		2026-02-17 14:30:58.166659

    		0.1 ms

  





  

    		2026-02-17 15:30:58.202642

    		0.2 ms

  





  

    		2026-02-17 16:30:58.561851

    		0.0 ms

  





  

    		2026-02-17 17:30:59.516469

    		0.0 ms

  





  

    		2026-02-17 18:31:00.516584

    		0.0 ms

  





  

    		2026-02-17 19:31:01.311385

    		-0.1 ms

  





  

    		2026-02-17 20:31:02.888904

    		0.0 ms

  





  

    		2026-02-17 21:31:05.042609

    		0.0 ms

  





  

    		2026-02-17 22:31:07.13135

    		0.0 ms

  





  

    		2026-02-17 23:31:08.539858

    		0.1 ms

  





  

    		2026-02-18 00:31:10.029798

    		0.1 ms

  





  

    		2026-02-18 01:31:11.3317

    		0.0 ms

  





  

    		2026-02-18 02:31:12.476072

    		0.0 ms

  





  

    		2026-02-18 03:31:13.857223

    		0.0 ms

  





  

    		2026-02-18 04:31:15.134676

    		0.0 ms

  





  

    		2026-02-18 05:31:16.533423

    		0.0 ms

  





  

    		2026-02-18 06:31:18.519811

    		0.0 ms

  





  

    		2026-02-18 07:31:19.352007

    		0.0 ms

  





  

    		2026-02-18 08:31:19.933937

    		-0.2 ms

  





  

    		2026-02-18 09:31:19.945855

    		0.0 ms

  





  

    		2026-02-18 10:31:20.481867

    		0.0 ms

  





  

    		2026-02-18 11:31:20.732793

    		0.0 ms

  





  

    		2026-02-18 12:31:21.529915

    		0.0 ms

  





  

    		2026-02-18 13:31:22.730403

    		0.0 ms

  





  

    		2026-02-18 14:31:23.044087

    		-0.1 ms

  





  

    		2026-02-18 15:31:23.416334

    		0.0 ms

  





  

    		2026-02-18 16:31:23.999258

    		0.0 ms

  





  

    		2026-02-18 17:31:25.643117

    		0.0 ms

  





  

    		2026-02-18 18:31:26.112283

    		0.0 ms

  





  

    		2026-02-18 19:31:28.4971

    		0.0 ms

  





  

    		2026-02-18 20:31:29.213924

    		0.0 ms

  





  

    		2026-02-18 21:31:29.999171

    		-0.1 ms

  





  

    		2026-02-18 22:31:32.189823

    		0.1 ms

  





  

    		2026-02-18 23:31:33.685082

    		0.0 ms

  





  

    		2026-02-19 00:31:35.10031

    		0.0 ms

  





  

    		2026-02-19 01:31:36.592564

    		0.0 ms

  





  

    		2026-02-19 02:31:38.080538

    		0.0 ms

  





  

    		2026-02-19 03:31:39.483721

    		0.0 ms

  





  

    		2026-02-19 04:31:40.654414

    		0.0 ms

  





  

    		2026-02-19 05:31:40.743261

    		0.0 ms

  





  

    		2026-02-19 06:31:42.140104

    		0.0 ms

  





  

    		2026-02-19 07:31:43.256599

    		-0.3 ms

  





  

    		2026-02-19 08:31:43.400257

    		0.0 ms

  





  

    		2026-02-19 09:31:43.476376

    		0.0 ms

  





  

    		2026-02-19 10:31:44.374248

    		0.0 ms

  





  

    		2026-02-19 11:31:44.462368

    		0.2 ms

  





  

    		2026-02-19 12:31:45.160172

    		0.0 ms

  





  

    		2026-02-19 13:31:45.366448

    		0.1 ms

  





  

    		2026-02-19 14:31:46.876901

    		0.0 ms

  





  

    		2026-02-19 15:31:47.188691

    		0.0 ms

  





  

    		2026-02-19 16:31:48.205577

    		0.1 ms

  





  

    		2026-02-19 17:31:49.880805

    		0.3 ms

  





  

    		2026-02-19 18:31:50.27847

    		0.0 ms

  





  

    		2026-02-19 19:31:51.752664

    		0.0 ms

  





  

    		2026-02-19 20:31:52.162134

    		0.1 ms

  





  

    		2026-02-19 21:31:54.134876

    		0.1 ms

  





  

    		2026-02-19 22:31:56.233138

    		0.0 ms

  





  

    		2026-02-19 23:31:57.518907

    		0.0 ms

  





  

    		2026-02-20 00:31:58.732014

    		0.0 ms

  





  

    		2026-02-20 01:31:59.975445

    		-0.2 ms

  





  

    		2026-02-20 02:32:01.602829

    		0.1 ms

  





  

    		2026-02-20 03:32:02.865404

    		0.3 ms

  





  

    		2026-02-20 04:32:04.262506

    		0.0 ms

  





  

    		2026-02-20 05:32:05.675314

    		0.0 ms

  





  

    		2026-02-20 06:32:05.760089

    		0.1 ms

  





  

    		2026-02-20 07:32:08.039438

    		0.0 ms

  





  

    		2026-02-20 08:32:08.26476

    		0.0 ms

  





  

    		2026-02-20 09:32:08.610907

    		0.0 ms

  





  

    		2026-02-20 10:32:09.097238

    		-0.1 ms

  





  

    		2026-02-20 11:32:09.316751

    		0.0 ms

  





  

    		2026-02-20 12:32:11.558529

    		0.0 ms

  





  

    		2026-02-20 13:32:12.260385

    		0.0 ms

  





  

    		2026-02-20 14:32:13.143044

    		0.0 ms

  





  

    		2026-02-20 15:32:13.253291

    		0.0 ms

  





  

    		2026-02-20 16:32:13.679984

    		0.0 ms

  





  

    		2026-02-20 17:32:16.244222

    		0.0 ms

  





  

    		2026-02-20 18:32:18.780344

    		-0.1 ms

  





  

    		2026-02-20 19:32:18.816216

    		-0.2 ms

  





  

    		2026-02-20 20:32:20.653852

    		0.1 ms

  





  

    		2026-02-20 21:32:22.445197

    		0.0 ms

  





  

    		2026-02-20 22:32:24.310676

    		0.0 ms

  





  

    		2026-02-20 23:32:25.849471

    		0.0 ms

  





  

    		2026-02-21 00:32:27.819076

    		0.0 ms

  





  

    		2026-02-21 01:32:29.308731

    		-0.2 ms

  





  

    		2026-02-21 02:32:30.699116

    		0.0 ms

  





  

    		2026-02-21 03:32:31.795411

    		0.0 ms

  





  

    		2026-02-21 04:32:33.191156

    		0.0 ms

  





  

    		2026-02-21 05:32:33.713978

    		0.0 ms

  





  

    		2026-02-21 06:32:36.011318

    		0.0 ms

  





  

    		2026-02-21 07:32:36.549126

    		0.0 ms

  





  

    		2026-02-21 08:32:36.922379

    		0.0 ms

  





  

    		2026-02-21 09:32:37.710245

    		0.0 ms

  





  

    		2026-02-21 10:32:38.382766

    		0.0 ms

  





  

    		2026-02-21 11:32:39.230959

    		0.0 ms

  





  

    		2026-02-21 12:32:39.86294

    		0.0 ms

  





  

    		2026-02-21 13:32:40.107151

    		0.0 ms

  





  

    		2026-02-21 14:32:40.506256

    		0.0 ms

  





  

    		2026-02-21 15:32:40.748761

    		0.1 ms

  





  

    		2026-02-21 16:32:41.369648

    		0.0 ms

  





  

    		2026-02-21 17:32:43.93949

    		0.0 ms

  





  

    		2026-02-21 18:32:44.395113

    		0.1 ms

  





  

    		2026-02-21 19:32:44.84984

    		0.0 ms

  





  

    		2026-02-21 20:32:46.535882

    		0.0 ms

  





  

    		2026-02-21 21:32:49.135539

    		0.0 ms

  





  

    		2026-02-21 22:32:51.182168

    		0.0 ms

  





  

    		2026-02-21 23:32:51.278673

    		0.0 ms

  





  

    		2026-02-22 00:32:51.682639

    		0.0 ms

  





  

    		2026-02-22 01:32:52.023063

    		0.0 ms

  





  

    		2026-02-22 02:32:54.063402

    		0.1 ms

  





  

    		2026-02-22 03:32:56.202765

    		0.0 ms

  





  

    		2026-02-22 04:32:57.763236

    		0.0 ms

  





  

    		2026-02-22 05:32:59.683471

    		0.0 ms

  





  

    		2026-02-22 06:33:01.887404

    		-0.3 ms

  





  

    		2026-02-22 07:33:02.853755

    		0.0 ms

  





  

    		2026-02-22 08:33:04.106259

    		0.4 ms

  





  

    		2026-02-22 09:33:04.992863

    		0.0 ms

  





  

    		2026-02-22 10:33:06.913209

    		0.0 ms

  





  

    		2026-02-22 11:33:07.57666

    		0.0 ms

  





  

    		2026-02-22 12:33:07.881904

    		0.0 ms

  





  

    		2026-02-22 13:33:08.202808

    		0.0 ms

  





  

    		2026-02-22 14:33:08.583998

    		0.0 ms

  





  

    		2026-02-22 15:33:10.338474

    		0.0 ms

  





  

    		2026-02-22 16:33:11.304036

    		0.0 ms

  





  

    		2026-02-22 17:33:13.383061

    		-0.1 ms

  





  

    		2026-02-22 18:33:13.904562

    		0.0 ms

  





  

    		2026-02-22 19:33:16.363912

    		0.2 ms

  





  

    		2026-02-22 20:33:16.959758

    		0.1 ms

  





  

    		2026-02-22 21:33:17.411461

    		-0.1 ms

  





  

    		2026-02-22 22:33:18.371727

    		0.1 ms

  





  

    		2026-02-22 23:33:20.120079

    		-0.4 ms

  





  

    		2026-02-23 00:33:21.788375

    		0.1 ms

  





  

    		2026-02-23 01:33:23.438112

    		-0.1 ms

  





  

    		2026-02-23 02:33:24.885668

    		0.0 ms

  





  

    		2026-02-23 03:33:26.236516

    		0.1 ms

  





  

    		2026-02-23 04:33:27.588244

    		0.0 ms

  





  

    		2026-02-23 05:33:28.949313

    		0.0 ms

  





  

    		2026-02-23 06:33:29.985415

    		0.1 ms

  





  

    		2026-02-23 07:33:31.297049

    		-0.1 ms

  





  

    		2026-02-23 08:33:31.493321

    		0.0 ms

  





  

    		2026-02-23 09:33:32.14645

    		0.0 ms

  





  

    		2026-02-23 10:33:32.293061

    		-0.5 ms

  





  

    		2026-02-23 11:33:32.375009

    		-0.3 ms

  





  

    		2026-02-23 12:33:32.51762

    		0.0 ms

  





  

    		2026-02-23 13:33:33.055818

    		-0.1 ms

  





  

    		2026-02-23 14:33:33.373614

    		0.0 ms

  





  

    		2026-02-23 15:33:34.094462

    		0.0 ms

  





  

    		2026-02-23 16:33:34.363954

    		0.1 ms

  





  

    		2026-02-23 17:33:35.321944

    		0.2 ms

  





  

    		2026-02-23 18:33:35.713722

    		-0.1 ms

  





  

    		2026-02-23 19:33:37.177877

    		-0.1 ms

  





  

    		2026-02-23 20:33:37.376419

    		0.1 ms

  





  

    		2026-02-23 21:33:40.174989

    		0.0 ms

  





  

    		2026-02-23 22:33:42.07049

    		0.0 ms

  





  

    		2026-02-23 23:33:44.102248

    		0.0 ms

  





  

    		2026-02-24 00:33:45.784932

    		0.1 ms

  





  

    		2026-02-24 01:33:47.355338

    		0.1 ms

  





  

    		2026-02-24 02:33:48.422211

    		0.0 ms

  





  

    		2026-02-24 03:33:50.058372

    		0.0 ms

  





  

    		2026-02-24 04:33:51.445561

    		0.0 ms

  





  

    		2026-02-24 05:33:51.563042

    		0.0 ms

  





  

    		2026-02-24 06:33:51.695339

    		0.1 ms

  





  

    		2026-02-24 07:33:54.282662

    		0.1 ms

  





  

    		2026-02-24 08:33:54.853155

    		0.0 ms

  





  

    		2026-02-24 09:33:55.405078

    		-0.1 ms

  





  

    		2026-02-24 10:33:55.68943

    		0.0 ms

  





  

    		2026-02-24 11:33:55.805051

    		0.0 ms

  





  

    		2026-02-24 12:33:55.857772

    		-0.2 ms

  





  

    		2026-02-24 13:33:55.942823

    		0.0 ms

  





  

    		2026-02-24 14:33:57.314074

    		0.0 ms

  





  

    		2026-02-24 15:33:57.597335

    		0.0 ms

  





  

    		2026-02-24 16:33:57.689486

    		0.0 ms

  





  

    		2026-02-24 17:33:58.893294

    		0.0 ms

  





  

    		2026-02-24 18:34:00.879578

    		0.0 ms

  





  

    		2026-02-24 19:34:01.010747

    		0.0 ms

  





  

    		2026-02-24 20:34:01.687379

    		0.1 ms

  





  

    		2026-02-24 21:34:03.382047

    		0.0 ms

  





  

    		2026-02-24 22:34:05.654007

    		0.0 ms

  





  

    		2026-02-24 23:34:07.207156

    		0.0 ms

  





  

    		2026-02-25 00:34:08.365879

    		0.0 ms

  





  

    		2026-02-25 01:34:09.913514

    		0.0 ms

  





  

    		2026-02-25 02:34:11.054656

    		0.0 ms

  





  

    		2026-02-25 03:34:12.430681

    		0.1 ms

  





  

    		2026-02-25 04:34:13.824575

    		0.0 ms

  





  

    		2026-02-25 05:34:14.903201

    		0.0 ms

  





  

    		2026-02-25 06:34:16.883791

    		-0.1 ms

  





  

    		2026-02-25 07:34:17.153161

    		0.0 ms

  





  

    		2026-02-25 08:34:17.20561

    		0.0 ms

  





  

    		2026-02-25 09:34:17.258936

    		0.0 ms

  





  

    		2026-02-25 10:34:17.901434

    		0.0 ms

  





  

    		2026-02-25 11:34:19.492964

    		0.0 ms

  





  

    		2026-02-25 12:34:20.165703

    		0.0 ms

  





  

    		2026-02-25 13:34:21.888521

    		0.0 ms

  





  

    		2026-02-25 14:34:22.182389

    		0.0 ms

  





  

    		2026-02-25 15:34:23.139516

    		0.0 ms

  





  

    		2026-02-25 16:34:23.348931

    		0.0 ms

  





  

    		2026-02-25 17:34:24.834665

    		0.0 ms

  





  

    		2026-02-25 18:34:26.5909

    		0.0 ms

  





  

    		2026-02-25 19:34:26.906474

    		0.0 ms

  





  

    		2026-02-25 20:34:28.818788

    		0.1 ms

  





  

    		2026-02-25 21:34:30.810596

    		0.0 ms

  





  

    		2026-02-25 22:34:33.048627

    		0.0 ms

  





  

    		2026-02-25 23:34:34.803508

    		0.1 ms

  





  

    		2026-02-26 00:34:36.371891

    		0.0 ms

  





  

    		2026-02-26 01:34:37.894991

    		0.0 ms

  





  

    		2026-02-26 02:34:39.325825

    		0.1 ms

  





  

    		2026-02-26 03:34:40.808167

    		-0.1 ms

  





  

    		2026-02-26 04:34:42.17267

    		-0.1 ms

  





  

    		2026-02-26 05:34:43.676698

    		-0.1 ms

  





  

    		2026-02-26 06:34:45.376137

    		0.0 ms

  





  

    		2026-02-26 07:34:47.354012

    		0.1 ms

  





  

    		2026-02-26 08:34:47.568792

    		-0.2 ms

  





  

    		2026-02-26 09:34:48.111503

    		0.1 ms

  





  

    		2026-02-26 10:34:48.445912

    		0.1 ms

  





  

    		2026-02-26 11:34:48.735323

    		-0.1 ms

  





  

    		2026-02-26 12:34:49.318037

    		0.0 ms

  





  

    		2026-02-26 13:34:49.938302

    		0.0 ms

  





  

    		2026-02-26 14:34:50.32711

    		0.0 ms

  





  

    		2026-02-26 15:34:51.1731

    		0.0 ms

  





  

    		2026-02-26 16:34:51.544384

    		-0.1 ms

  





  

    		2026-02-26 17:34:51.841961

    		-0.1 ms

  





  

    		2026-02-26 18:34:53.252806

    		-0.1 ms

  





  

    		2026-02-26 19:34:53.604342

    		0.0 ms

  





  

    		2026-02-26 20:34:54.769291

    		0.0 ms

  





  

    		2026-02-26 21:34:55.670603

    		0.0 ms

  





  

    		2026-02-26 22:34:57.537192

    		0.0 ms

  





  

    		2026-02-26 23:34:59.1909

    		0.0 ms

  





  

    		2026-02-27 00:35:00.468511

    		0.0 ms

  





  

    		2026-02-27 01:35:01.750228

    		0.0 ms

  





  

    		2026-02-27 02:35:03.108337

    		-0.1 ms

  





  

    		2026-02-27 03:35:04.550224

    		0.0 ms

  





  

    		2026-02-27 04:35:05.827747

    		0.0 ms

  





  

    		2026-02-27 05:35:07.061728

    		0.0 ms

  





  

    		2026-02-27 06:35:07.073709

    		0.0 ms

  





  

    		2026-02-27 07:35:07.752629

    		0.0 ms

  





  

    		2026-02-27 08:35:07.864747

    		0.0 ms

  





  

    		2026-02-27 09:35:08.136052

    		0.0 ms

  





  

    		2026-02-27 10:35:08.916408

    		0.0 ms

  





  

    		2026-02-27 11:35:09.294857

    		-0.1 ms

  





  

    		2026-02-27 12:35:09.676527

    		0.0 ms

  





  

    		2026-02-27 13:35:10.50448

    		0.0 ms

  





  

    		2026-02-27 14:35:11.160561

    		0.0 ms

  





  

    		2026-02-27 15:35:13.370679

    		0.0 ms

  





  

    		2026-02-27 16:35:13.525193

    		0.3 ms

  





  

    		2026-02-27 17:35:14.954965

    		0.0 ms

  





  

    		2026-02-27 18:35:16.490067

    		0.0 ms

  





  

    		2026-02-27 19:35:16.937038

    		0.1 ms

  





  

    		2026-02-27 20:35:18.235648

    		-0.2 ms

  





  

    		2026-02-27 21:35:19.860604

    		-0.1 ms

  





  

    		2026-02-27 22:35:21.753847

    		0.0 ms

  





  

    		2026-02-27 23:35:23.809526

    		0.0 ms

  





  

    		2026-02-28 00:35:25.443939

    		0.2 ms

  





  

    		2026-02-28 01:35:26.933371

    		0.0 ms

  





  

    		2026-02-28 02:35:28.13313

    		0.0 ms

  





  

    		2026-02-28 03:35:29.597045

    		0.2 ms

  





  

    		2026-02-28 04:35:31.269221

    		0.0 ms

  





  

    		2026-02-28 05:35:33.042555

    		0.0 ms

  





  

    		2026-02-28 06:35:35.242768

    		0.0 ms

  





  

    		2026-02-28 07:35:36.707591

    		0.0 ms

  





  

    		2026-02-28 08:35:37.824987

    		-0.1 ms

  





  

    		2026-02-28 09:35:38.222966

    		0.0 ms

  





  

    		2026-02-28 10:35:38.911343

    		0.0 ms

  





  

    		2026-02-28 11:35:39.273306

    		0.0 ms

  





  

    		2026-02-28 12:35:40.005409

    		0.0 ms

  





  

    		2026-02-28 13:35:40.528498

    		-0.1 ms

  





  

    		2026-02-28 14:35:41.543761

    		0.0 ms

  





  

    		2026-02-28 15:35:41.788059

    		0.0 ms

  





  

    		2026-02-28 16:35:41.83437

    		0.0 ms

  





  

    		2026-02-28 17:35:42.112828

    		0.0 ms

  





  

    		2026-02-28 18:35:43.148617

    		-0.2 ms

  





  

    		2026-02-28 19:35:43.832881

    		0.0 ms

  





  

    		2026-02-28 20:35:46.193691

    		0.0 ms

  





  

    		2026-02-28 21:35:46.504712

    		0.0 ms

  





  

    		2026-02-28 22:35:47.112877

    		0.0 ms

  





  

    		2026-02-28 23:35:47.360266

    		0.0 ms

  





  

    		2026-03-01 00:35:47.45648

    		0.0 ms

  





  

    		2026-03-01 01:35:47.991605

    		0.0 ms

  





  

    		2026-03-01 02:35:49.377953

    		0.0 ms

  





  

    		2026-03-01 03:35:50.923915

    		0.0 ms

  





  

    		2026-03-01 04:35:50.937382

    		0.0 ms

  





  

    		2026-03-01 05:35:52.675701

    		0.0 ms

  





  

    		2026-03-01 06:35:53.205992

    		0.0 ms

  





  

    		2026-03-01 07:35:53.663146

    		0.1 ms

  





  

    		2026-03-01 08:35:53.76154

    		0.0 ms

  





  

    		2026-03-01 09:35:54.092434

    		0.0 ms

  





  

    		2026-03-01 10:35:54.644773

    		-0.3 ms

  





  

    		2026-03-01 11:35:54.731464

    		0.0 ms

  





  

    		2026-03-01 12:35:56.181255

    		0.0 ms

  





  

    		2026-03-01 13:35:56.423745

    		0.0 ms

  





  

    		2026-03-01 14:35:57.618909

    		0.0 ms

  





  

    		2026-03-01 15:35:58.042837

    		0.0 ms

  





  

    		2026-03-01 16:35:58.137708

    		0.0 ms

  





  

    		2026-03-01 17:35:58.269606

    		0.0 ms

  





  

    		2026-03-01 18:35:58.33413

    		0.0 ms

  





  

    		2026-03-01 19:36:00.078569

    		0.0 ms

  





  

    		2026-03-01 20:36:00.358672

    		0.0 ms

  





  

    		2026-03-01 21:36:00.576244

    		0.0 ms

  





  

    		2026-03-01 22:36:01.875794

    		0.0 ms

  





  

    		2026-03-01 23:36:03.770288

    		0.0 ms

  





  

    		2026-03-02 00:36:05.622806

    		0.0 ms

  





  

    		2026-03-02 01:36:07.109263

    		0.0 ms

  





  

    		2026-03-02 02:36:08.518387

    		0.0 ms

  





  

    		2026-03-02 03:36:09.907687

    		0.0 ms

  





  

    		2026-03-02 04:36:11.990615

    		0.1 ms

  





  

    		2026-03-02 05:36:13.532595

    		0.0 ms

  





  

    		2026-03-02 06:36:15.992302

    		0.0 ms

  





  

    		2026-03-02 07:36:16.037614

    		0.0 ms

  





  

    		2026-03-02 08:36:16.276147

    		0.0 ms

  





  

    		2026-03-02 09:36:17.066945

    		0.0 ms

  





  

    		2026-03-02 10:36:17.656274

    		0.0 ms

  





  

    		2026-03-02 11:36:18.387616

    		0.0 ms

  





  

    		2026-03-02 12:36:18.784732

    		0.0 ms

  





  

    		2026-03-02 13:36:19.296716

    		0.0 ms

  





  

    		2026-03-02 14:36:20.319814

    		0.0 ms

  





  

    		2026-03-02 15:36:20.460959

    		0.1 ms

  





  

    		2026-03-02 16:36:20.687107

    		-0.1 ms

  





  

    		2026-03-02 17:36:21.832718

    		-0.1 ms

  





  

    		2026-03-02 18:36:21.96884

    		0.0 ms

  





  

    		2026-03-02 19:36:22.64433

    		0.0 ms

  





  

    		2026-03-02 20:36:23.783679

    		0.0 ms

  





  

    		2026-03-02 21:36:26.356799

    		0.0 ms

  





  

    		2026-03-02 22:36:28.266932

    		-0.3 ms

  





  

    		2026-03-02 23:36:29.802393

    		0.3 ms

  





  

    		2026-03-03 00:36:31.504381

    		0.1 ms

  





  

    		2026-03-03 01:36:33.488563

    		0.0 ms

  





  

    		2026-03-03 02:36:35.325801

    		0.0 ms

  





  

    		2026-03-03 03:36:36.866036

    		-0.1 ms

  





  

    		2026-03-03 04:36:38.46292

    		0.0 ms

  





  

    		2026-03-03 05:36:39.920407

    		-0.1 ms

  





  

    		2026-03-03 06:36:40.762348

    		0.0 ms

  





  

    		2026-03-03 07:36:40.859034

    		0.1 ms

  





  

    		2026-03-03 08:36:41.746823

    		0.0 ms

  





  

    		2026-03-03 09:36:42.049856

    		0.0 ms

  





  

    		2026-03-03 10:36:42.294579

    		0.0 ms

  





  

    		2026-03-03 11:36:42.393933

    		-0.2 ms

  





  

    		2026-03-03 12:36:43.086533

    		-0.1 ms

  





  

    		2026-03-03 13:36:43.11591

    		0.0 ms

  





  

    		2026-03-03 14:36:43.421051

    		0.0 ms

  





  

    		2026-03-03 15:36:45.21279

    		0.0 ms

  





  

    		2026-03-03 16:36:45.256377

    		0.0 ms

  





  

    		2026-03-03 17:36:45.505554

    		0.0 ms

  





  

    		2026-03-03 18:36:45.590966

    		0.0 ms

  





  

    		2026-03-03 19:36:48.265018

    		0.0 ms

  





  

    		2026-03-03 20:36:48.296532

    		0.0 ms

  





  

    		2026-03-03 21:36:48.604497

    		-0.1 ms

  





  

    		2026-03-03 22:36:48.630108

    		0.0 ms

  





  

    		2026-03-03 23:36:49.219475

    		0.0 ms

  





  

    		2026-03-04 00:36:50.803269

    		0.1 ms

  





  

    		2026-03-04 01:36:51.958415

    		0.2 ms

  





  

    		2026-03-04 02:36:52.964049

    		0.1 ms

  





  

    		2026-03-04 03:36:54.130101

    		-0.1 ms

  





  

    		2026-03-04 04:36:55.361464

    		-0.1 ms

  





  

    		2026-03-04 05:36:56.90357

    		0.1 ms

  





  

    		2026-03-04 06:36:59.419036

    		-0.1 ms

  





  

    		2026-03-04 07:37:00.772948

    		0.0 ms

  





  

    		2026-03-04 08:37:01.255759

    		0.0 ms

  





  

    		2026-03-04 09:37:01.294199

    		0.0 ms

  





  

    		2026-03-04 10:37:02.560062

    		0.1 ms

  





  

    		2026-03-04 11:37:03.310684

    		0.1 ms

  





  

    		2026-03-04 12:37:03.857582

    		0.0 ms

  





  

    		2026-03-04 13:37:03.989558

    		-0.1 ms

  





  

    		2026-03-04 14:37:04.338009

    		0.0 ms

  





  

    		2026-03-04 15:37:05.000491

    		0.0 ms

  





  

    		2026-03-04 16:37:05.189138

    		0.0 ms

  





  

    		2026-03-04 17:37:05.521196

    		0.0 ms

  





  

    		2026-03-04 18:37:06.033121

    		0.0 ms

  





  

    		2026-03-04 19:37:06.327257

    		0.0 ms

  





  

    		2026-03-04 20:37:07.561572

    		0.0 ms

  





  

    		2026-03-04 21:37:07.93806

    		0.0 ms

  





  

    		2026-03-04 22:37:08.043058

    		0.0 ms

  





  

    		2026-03-04 23:37:09.755279

    		0.1 ms

  





  

    		2026-03-05 00:37:10.976181

    		-0.1 ms

  





  

    		2026-03-05 01:37:12.829981

    		0.5 ms

  





  

    		2026-03-05 02:37:14.369543

    		0.0 ms

  





  

    		2026-03-05 03:37:15.957938

    		0.1 ms

  





  

    		2026-03-05 04:37:17.140241

    		0.1 ms

  





  

    		2026-03-05 05:37:18.604503

    		0.2 ms

  





  

    		2026-03-05 06:37:20.222906

    		-0.1 ms

  





  

    		2026-03-05 07:37:21.01958

    		0.0 ms

  





  

    		2026-03-05 08:37:21.659015

    		0.1 ms

  





  

    		2026-03-05 09:37:22.859518

    		0.0 ms

  





  

    		2026-03-05 10:37:22.895065

    		0.0 ms

  





  

    		2026-03-05 11:37:23.172781

    		0.0 ms

  





  

    		2026-03-05 12:37:24.132707

    		0.0 ms

  





  

    		2026-03-05 13:37:24.327522

    		0.0 ms

  





  

    		2026-03-05 14:37:24.736927

    		0.0 ms

  





  

    		2026-03-05 15:37:25.065791

    		-0.1 ms

  





  

    		2026-03-05 16:37:25.24393

    		0.2 ms

  





  

    		2026-03-05 17:37:26.54744

    		0.3 ms

  





  

    		2026-03-05 18:37:28.053377

    		0.0 ms

  





  

    		2026-03-05 19:37:30.169926

    		0.0 ms

  





  

    		2026-03-05 20:37:32.001652

    		0.1 ms

  





  

    		2026-03-05 21:37:33.901741

    		0.0 ms

  





  

    		2026-03-05 22:37:35.214339

    		0.1 ms

  





  

    		2026-03-05 23:37:36.667363

    		0.1 ms

  





  

    		2026-03-06 00:37:37.807285

    		0.0 ms

  





  

    		2026-03-06 01:37:38.898517

    		0.0 ms

  





  

    		2026-03-06 02:37:39.008478

    		0.0 ms

  





  

    		2026-03-06 03:37:40.480434

    		-0.1 ms

  





  

    		2026-03-06 04:37:41.788832

    		0.0 ms

  





  

    		2026-03-06 05:37:43.113316

    		0.0 ms

  





  

    		2026-03-06 06:37:44.889285

    		0.0 ms

  





  

    		2026-03-06 07:37:46.696659

    		0.0 ms

  





  

    		2026-03-06 08:37:47.204457

    		0.0 ms

  





  

    		2026-03-06 09:37:47.780527

    		-0.1 ms

  





  

    		2026-03-06 10:37:48.105261

    		0.0 ms

  





  

    		2026-03-06 11:37:49.422308

    		0.1 ms

  





  

    		2026-03-06 12:37:50.097215

    		-0.1 ms

  





  

    		2026-03-06 13:37:51.043851

    		0.0 ms

  





  

    		2026-03-06 14:37:52.834809

    		0.0 ms

  





  

    		2026-03-06 15:37:52.98665

    		0.0 ms

  





  

    		2026-03-06 16:37:53.229981

    		0.1 ms

  





  

    		2026-03-06 17:37:54.793397

    		0.0 ms

  





  

    		2026-03-06 18:37:57.173965

    		0.0 ms

  





  

    		2026-03-06 19:37:59.296499

    		0.0 ms

  





  

    		2026-03-06 20:38:00.983861

    		0.0 ms

  





  

    		2026-03-06 21:38:02.645616

    		0.0 ms

  





  

    		2026-03-06 22:38:04.215915

    		0.0 ms

  





  

    		2026-03-06 23:38:05.518014

    		0.0 ms

  





  

    		2026-03-07 00:38:06.951864

    		0.1 ms

  





  

    		2026-03-07 01:38:08.282359

    		0.0 ms

  





  

    		2026-03-07 02:38:09.583418

    		0.0 ms

  





  

    		2026-03-07 03:38:10.691758

    		0.0 ms

  





  

    		2026-03-07 04:38:12.210864

    		0.0 ms

  





  

    		2026-03-07 05:38:13.264528

    		0.0 ms

  





  

    		2026-03-07 06:38:13.583486

    		0.0 ms

  





  

    		2026-03-07 07:38:16.175831

    		0.0 ms

  





  

    		2026-03-07 08:38:16.379274

    		0.0 ms

  





  

    		2026-03-07 09:38:16.959839

    		-0.1 ms

  





  

    		2026-03-07 10:38:17.183107

    		0.0 ms

  





  

    		2026-03-07 11:38:17.262423

    		-0.1 ms

  





  

    		2026-03-07 12:38:17.434436

    		-0.1 ms

  





  

    		2026-03-07 13:38:17.484506

    		-0.1 ms

  





  

    		2026-03-07 14:38:18.031156

    		0.0 ms

  





  

    		2026-03-07 15:38:18.051885

    		0.1 ms

  





  

    		2026-03-07 16:38:20.133041

    		-0.1 ms

  





  

    		2026-03-07 17:38:21.123402

    		0.0 ms

  





  

    		2026-03-07 18:38:22.269936

    		0.3 ms

  





  

    		2026-03-07 19:38:22.312059

    		0.0 ms

  





  

    		2026-03-07 20:38:24.406313

    		0.0 ms

  





  

    		2026-03-07 21:38:27.07541

    		-0.1 ms

  





  

    		2026-03-07 22:38:28.895276

    		0.0 ms

  





  

    		2026-03-07 23:38:30.337957

    		0.0 ms

  





  

    		2026-03-08 00:38:31.754312

    		0.0 ms

  





  

    		2026-03-08 01:38:33.226846

    		0.0 ms

  





  

    		2026-03-08 02:38:34.513981

    		0.0 ms

  





  

    		2026-03-08 03:38:35.881314

    		0.0 ms

  





  

    		2026-03-08 04:38:37.193632

    		0.0 ms

  





  

    		2026-03-08 05:38:38.434304

    		0.0 ms

  





  

    		2026-03-08 06:38:40.800101

    		-0.1 ms

  





  

    		2026-03-08 07:38:41.182424

    		-0.1 ms

  





  

    		2026-03-08 08:38:43.874482

    		0.0 ms

  





  

    		2026-03-08 09:38:44.383115

    		0.0 ms

  





  

    		2026-03-08 10:38:44.993119

    		0.1 ms

  





  

    		2026-03-08 11:38:45.964418

    		0.0 ms

  





  

    		2026-03-08 12:38:47.027298

    		-0.1 ms

  





  

    		2026-03-08 13:38:47.121819

    		-0.1 ms

  





  

    		2026-03-08 14:38:47.808795

    		0.0 ms

  





  

    		2026-03-08 15:38:47.865354

    		0.1 ms

  





  

    		2026-03-08 16:38:48.091822

    		0.0 ms

  





  

    		2026-03-08 17:38:50.080713

    		0.0 ms

  





  

    		2026-03-08 18:38:50.303362

    		0.0 ms

  





  

    		2026-03-08 19:38:51.869413

    		0.0 ms

  





  

    		2026-03-08 20:38:52.468772

    		0.0 ms

  





  

    		2026-03-08 21:38:54.591511

    		0.0 ms

  





  

    		2026-03-08 22:38:56.437225

    		0.0 ms

  





  

    		2026-03-08 23:38:58.414061

    		0.0 ms

  





  

    		2026-03-09 00:39:00.706907

    		-0.1 ms

  





  

    		2026-03-09 01:39:02.292001

    		0.0 ms

  





  

    		2026-03-09 02:39:03.798273

    		0.1 ms

  





  

    		2026-03-09 03:39:05.262261

    		0.0 ms

  





  

    		2026-03-09 04:39:06.883257

    		0.0 ms

  





  

    		2026-03-09 05:39:06.9199

    		0.0 ms

  





  

    		2026-03-09 06:39:08.181877

    		0.0 ms

  





  

    		2026-03-09 07:39:09.274106

    		0.0 ms

  





  

    		2026-03-09 08:39:10.316013

    		0.0 ms

  





  

    		2026-03-09 09:39:10.699597

    		0.0 ms

  





  

    		2026-03-09 10:39:10.809439

    		0.2 ms

  





  

    		2026-03-09 11:39:10.986439

    		0.1 ms

  





  

    		2026-03-09 12:39:11.021234

    		-0.1 ms

  





  

    		2026-03-09 13:39:11.92667

    		-0.2 ms

  





  

    		2026-03-09 14:39:12.415447

    		0.0 ms

  





  

    		2026-03-09 15:39:12.928265

    		0.0 ms

  





  

    		2026-03-09 16:39:13.61761

    		0.0 ms

  





  

    		2026-03-09 17:39:14.135581

    		0.0 ms

  





  

    		2026-03-09 18:39:14.383089

    		0.0 ms

  





  

    		2026-03-09 19:39:14.405932

    		0.1 ms

  





  

    		2026-03-09 20:39:15.747544

    		0.0 ms

  





  

    		2026-03-09 21:39:15.911251

    		0.1 ms

  





  

    		2026-03-09 22:39:16.85646

    		0.0 ms

  





  

    		2026-03-09 23:39:18.635964

    		0.0 ms

  





  

    		2026-03-10 00:39:19.988429

    		0.1 ms

  





  

    		2026-03-10 01:39:21.820598

    		0.3 ms

  





  

    		2026-03-10 02:39:23.153969

    		0.0 ms

  





  

    		2026-03-10 03:39:24.577027

    		-0.1 ms

  





  

    		2026-03-10 04:39:25.662177

    		0.0 ms

  





  

    		2026-03-10 05:39:25.713537

    		0.0 ms

  





  

    		2026-03-10 06:39:25.909528

    		0.0 ms

  





  

    		2026-03-10 07:39:26.316063

    		-0.2 ms

  





  

    		2026-03-10 08:39:26.654568

    		0.0 ms

  





  

    		2026-03-10 09:39:26.973997

    		0.0 ms

  





  

    		2026-03-10 10:39:28.535189

    		0.0 ms

  





  

    		2026-03-10 11:39:28.599351

    		0.0 ms

  





  

    		2026-03-10 12:39:28.862034

    		-0.2 ms

  





  

    		2026-03-10 13:39:29.496761

    		0.0 ms

  





  

    		2026-03-10 14:39:29.736678

    		0.0 ms

  





  

    		2026-03-10 15:39:30.352379

    		0.0 ms

  





  

    		2026-03-10 16:39:30.455884

    		0.3 ms

  





  

    		2026-03-10 17:39:31.171537

    		0.0 ms

  





  

    		2026-03-10 18:39:33.019949

    		0.0 ms

  





  

    		2026-03-10 19:39:35.157483

    		0.0 ms

  





  

    		2026-03-10 20:39:35.193082

    		0.1 ms

  





  

    		2026-03-10 21:39:37.454541

    		0.1 ms

  





  

    		2026-03-10 22:39:39.163909

    		0.0 ms

  





  

    		2026-03-10 23:39:40.843883

    		0.3 ms

  





  

    		2026-03-11 00:39:42.195415

    		0.1 ms

  





  

    		2026-03-11 01:39:43.472867

    		0.0 ms

  





  

    		2026-03-11 02:39:44.795287

    		0.0 ms

  





  

    		2026-03-11 03:39:46.327292

    		0.0 ms

  





  

    		2026-03-11 04:39:47.280614

    		0.0 ms

  





  

    		2026-03-11 05:39:48.221298

    		0.0 ms

  





  

    		2026-03-11 06:39:49.606533

    		-0.1 ms

  





  

    		2026-03-11 07:39:51.708129

    		0.1 ms

  





  

    		2026-03-11 08:39:52.08691

    		0.0 ms

  





  

    		2026-03-11 09:39:52.947275

    		0.0 ms

  





  

    		2026-03-11 10:39:53.187552

    		0.0 ms

  





  

    		2026-03-11 11:39:53.277842

    		-0.1 ms

  





  

    		2026-03-11 12:39:53.552807

    		0.0 ms

  





  

    		2026-03-11 13:39:53.624632

    		0.1 ms

  





  

    		2026-03-11 14:39:53.725808

    		0.0 ms

  





  

    		2026-03-11 15:39:53.938064

    		-0.1 ms

  





  

    		2026-03-11 16:39:54.720376

    		0.0 ms

  





  

    		2026-03-11 17:39:55.822262

    		-0.2 ms

  





  

    		2026-03-11 18:39:55.965019

    		0.0 ms

  





  

    		2026-03-11 19:39:58.156694

    		0.0 ms

  





  

    		2026-03-11 20:40:00.631339

    		-0.2 ms

  





  

    		2026-03-11 21:40:02.334084

    		0.0 ms

  





  

    		2026-03-11 22:40:03.875871

    		0.0 ms

  





  

    		2026-03-11 23:40:05.139289

    		0.1 ms

  





  

    		2026-03-12 00:40:06.340437

    		0.0 ms

  





  

    		2026-03-12 01:40:07.447423

    		0.0 ms

  





  

    		2026-03-12 02:40:08.82068

    		0.0 ms

  





  

    		2026-03-12 03:40:10.17859

    		-0.5 ms

  





  

    		2026-03-12 04:40:11.44899

    		0.0 ms

  





  

    		2026-03-12 05:40:12.90184

    		-0.1 ms

  





  

    		2026-03-12 06:40:14.50379

    		-0.1 ms

  





  

    		2026-03-12 07:40:14.583955

    		-0.1 ms

  





  

    		2026-03-12 08:40:16.57216

    		-0.1 ms

  





  

    		2026-03-12 09:40:16.888107

    		0.0 ms

  





  

    		2026-03-12 10:40:17.763736

    		0.0 ms

  





  

    		2026-03-12 11:40:18.399623

    		0.0 ms

  





  

    		2026-03-12 12:40:18.538492

    		0.0 ms

  





  

    		2026-03-12 13:40:18.570076

    		0.0 ms

  





  

    		2026-03-12 14:40:19.047685

    		0.0 ms

  





  

    		2026-03-12 15:40:20.29426

    		0.0 ms

  





  

    		2026-03-12 16:40:21.299356

    		0.0 ms

  





  

    		2026-03-12 17:40:21.68639

    		0.0 ms

  





  

    		2026-03-12 18:40:24.138858

    		0.0 ms

  





  

    		2026-03-12 19:40:26.429577

    		0.0 ms

  





  

    		2026-03-12 20:40:28.383727

    		0.1 ms

  





  

    		2026-03-12 21:40:30.812983

    		0.0 ms

  





  

    		2026-03-12 22:40:32.393556

    		0.0 ms

  





  

    		2026-03-12 23:40:33.692753

    		0.0 ms

  





  

    		2026-03-13 00:40:35.062726

    		0.0 ms

  





  

    		2026-03-13 01:40:36.460866

    		0.0 ms

  





  

    		2026-03-13 02:40:36.796192

    		0.0 ms

  





  

    		2026-03-13 03:40:38.273509

    		0.0 ms

  





  

    		2026-03-13 04:40:40.339571

    		0.0 ms

  





  

    		2026-03-13 05:40:42.065002

    		0.0 ms

  





  

    		2026-03-13 06:40:43.730721

    		0.0 ms

  





  

    		2026-03-13 07:40:43.814508

    		0.0 ms

  





  

    		2026-03-13 08:40:44.089052

    		0.0 ms

  





  

    		2026-03-13 09:40:44.500862

    		0.0 ms

  





  

    		2026-03-13 10:40:45.296266

    		0.0 ms

  





  

    		2026-03-13 11:40:45.331534

    		0.1 ms

  





  

    		2026-03-13 12:40:46.694076

    		0.0 ms

  





  

    		2026-03-13 13:40:46.778855

    		0.1 ms

  





  

    		2026-03-13 14:40:46.801976

    		0.0 ms

  





  

    		2026-03-13 15:40:46.874767

    		0.0 ms

  





  

    		2026-03-13 16:40:48.199687

    		0.0 ms

  





  

    		2026-03-13 17:40:50.297965

    		0.0 ms

  





  

    		2026-03-13 18:40:52.711145

    		0.0 ms

  





  

    		2026-03-13 19:40:54.937488

    		0.0 ms

  





  

    		2026-03-13 20:40:56.640932

    		0.0 ms

  





  

    		2026-03-13 21:40:58.616385

    		0.0 ms

  





  

    		2026-03-13 22:41:00.252495

    		0.0 ms

  





  

    		2026-03-13 23:41:01.975193

    		0.0 ms

  





  

    		2026-03-14 00:41:03.4089

    		0.0 ms

  





  

    		2026-03-14 01:41:04.90495

    		0.0 ms

  





  

    		2026-03-14 02:41:06.351325

    		0.0 ms

  





  

    		2026-03-14 03:41:07.930729

    		0.0 ms

  





  

    		2026-03-14 04:41:09.228314

    		0.0 ms

  





  

    		2026-03-14 05:41:09.373832

    		0.2 ms

  





  

    		2026-03-14 06:41:12.153713

    		-0.2 ms

  





  

    		2026-03-14 07:41:12.381108

    		-0.1 ms

  





  

    		2026-03-14 08:41:13.260258

    		0.0 ms

  





  

    		2026-03-14 09:41:13.644122

    		0.0 ms

  





  

    		2026-03-14 10:41:13.902171

    		0.0 ms

  





  

    		2026-03-14 11:41:14.344945

    		0.0 ms

  





  

    		2026-03-14 12:41:15.476297

    		0.0 ms

  





  

    		2026-03-14 13:41:15.610778

    		0.0 ms

  





  

    		2026-03-14 14:41:17.088137

    		0.0 ms

  





  

    		2026-03-14 15:41:17.6704

    		0.0 ms

  





  

    		2026-03-14 16:41:17.964476

    		0.0 ms

  





  

    		2026-03-14 17:41:20.264867

    		0.0 ms

  





  

    		2026-03-14 18:41:20.689978

    		0.0 ms

  





  

    		2026-03-14 19:41:20.768012

    		0.0 ms

  





  

    		2026-03-14 20:41:20.855451

    		0.0 ms

  





  

    		2026-03-14 21:41:22.331692

    		0.0 ms

  





  

    		2026-03-14 22:41:22.654155

    		0.0 ms

  





  

    		2026-03-14 23:41:23.05032

    		0.0 ms

  





  

    		2026-03-15 00:41:24.734265

    		0.0 ms

  





  

    		2026-03-15 01:41:26.234777

    		0.0 ms

  





  

    		2026-03-15 02:41:27.755211

    		0.0 ms

  





  

    		2026-03-15 03:41:29.338791

    		0.0 ms

  





  

    		2026-03-15 04:41:30.930395

    		0.0 ms

  





  

    		2026-03-15 05:41:32.302686

    		0.0 ms

  





  

    		2026-03-15 06:41:34.588456

    		0.0 ms

  





  

    		2026-03-15 07:41:36.330295

    		0.0 ms

  





  

    		2026-03-15 08:41:37.361053

    		0.0 ms

  





  

    		2026-03-15 09:41:37.6007

    		0.0 ms

  





  

    		2026-03-15 10:41:37.77103

    		0.2 ms

  





  

    		2026-03-15 11:41:37.994265

    		0.0 ms

  





  

    		2026-03-15 12:41:40.078102

    		0.0 ms

  





  

    		2026-03-15 13:41:40.68312

    		0.1 ms

  





  

    		2026-03-15 14:41:41.432986

    		0.0 ms

  





  

    		2026-03-15 15:41:41.606481

    		0.0 ms

  





  

    		2026-03-15 16:41:41.817737

    		0.0 ms

  





  

    		2026-03-15 17:41:43.03523

    		0.0 ms

  





  

    		2026-03-15 18:41:43.120027

    		0.0 ms

  





  

    		2026-03-15 19:41:43.479173

    		0.0 ms

  





  

    		2026-03-15 20:41:44.36457

    		0.0 ms

  





  

    		2026-03-15 21:41:46.285873

    		0.1 ms

  





  

    		2026-03-15 22:41:48.12982

    		0.0 ms

  





  

    		2026-03-15 23:41:49.503438

    		0.0 ms

  





  

    		2026-03-16 00:41:51.152717

    		0.0 ms

  





  

    		2026-03-16 01:41:52.395656

    		0.0 ms

  





  

    		2026-03-16 02:41:53.906285

    		0.0 ms

  





  

    		2026-03-16 03:41:55.195427

    		0.0 ms

  





  

    		2026-03-16 04:41:55.582062

    		0.0 ms

  





  

    		2026-03-16 05:41:57.406843

    		0.0 ms

  





  

    		2026-03-16 06:41:58.142775

    		0.0 ms

  





  

    		2026-03-16 07:41:59.711398

    		0.0 ms

  





  

    		2026-03-16 08:41:59.743363

    		-0.1 ms

  





  

    		2026-03-16 09:42:00.316004

    		0.0 ms

  





  

    		2026-03-16 10:42:00.58429

    		0.0 ms

  





  

    		2026-03-16 11:42:01.038081

    		0.0 ms

  





  

    		2026-03-16 12:42:01.070294

    		-0.1 ms

  





  

    		2026-03-16 13:42:01.490486

    		0.0 ms

  





  

    		2026-03-16 14:42:01.676622

    		-0.2 ms

  





  

    		2026-03-16 15:42:01.943644

    		0.2 ms

  





  

    		2026-03-16 16:42:03.064389

    		0.0 ms

  





  

    		2026-03-16 17:42:04.097464

    		0.0 ms

  





  

    		2026-03-16 18:42:05.491914

    		-0.1 ms

  





  

    		2026-03-16 19:42:05.762301

    		0.0 ms

  





  

    		2026-03-16 20:42:08.643511

    		0.0 ms

  





  

    		2026-03-16 21:42:10.672014

    		0.0 ms

  





  

    		2026-03-16 22:42:12.101451

    		0.1 ms

  





  

    		2026-03-16 23:42:13.296281

    		0.1 ms

  





  

    		2026-03-17 00:42:14.656858

    		0.0 ms

  





  

    		2026-03-17 01:42:16.039059

    		0.0 ms

  





  

    		2026-03-17 02:42:17.048139

    		0.0 ms

  





  

    		2026-03-17 03:42:18.290469

    		0.0 ms

  





  

    		2026-03-17 04:42:19.60494

    		0.0 ms

  





  

    		2026-03-17 05:42:20.955486

    		0.0 ms

  





  

    		2026-03-17 06:42:21.969761

    		0.2 ms

  





  

    		2026-03-17 07:42:22.481293

    		0.0 ms

  





  

    		2026-03-17 08:42:23.188221

    		0.0 ms

  





  

    		2026-03-17 09:42:23.515398

    		0.2 ms

  





  

    		2026-03-17 10:42:23.897336

    		0.1 ms

  





  

    		2026-03-17 11:42:24.380084

    		-0.2 ms

  





  

    		2026-03-17 12:42:24.425245

    		0.0 ms

  





  

    		2026-03-17 13:42:25.297085

    		0.2 ms

  





  

    		2026-03-17 14:42:25.669413

    		0.0 ms

  





  

    		2026-03-17 15:42:25.715489

    		0.1 ms

  





  

    		2026-03-17 16:42:27.986861

    		0.0 ms

  





  

    		2026-03-17 17:42:28.918585

    		0.1 ms

  





  

    		2026-03-17 18:42:29.275222

    		0.0 ms

  





  

    		2026-03-17 19:42:29.468386

    		0.0 ms

  





  

    		2026-03-17 20:42:29.535029

    		0.0 ms

  





  

    		2026-03-17 21:42:29.590155

    		0.0 ms

  





  

    		2026-03-17 22:42:29.907555

    		0.0 ms

  





  

    		2026-03-17 23:42:31.094293

    		0.1 ms

  





  

    		2026-03-18 00:42:32.748307

    		0.0 ms

  





  

    		2026-03-18 01:42:34.156761

    		0.0 ms

  





  

    		2026-03-18 02:42:35.793237

    		-0.1 ms

  





  

    		2026-03-18 03:42:37.163287

    		0.0 ms

  





  

    		2026-03-18 04:42:38.735144

    		0.0 ms

  





  

    		2026-03-18 05:42:40.163568

    		0.0 ms

  





  

    		2026-03-18 06:42:42.175108

    		0.0 ms

  





  

    		2026-03-18 07:42:42.278656

    		0.0 ms

  





  

    		2026-03-18 08:42:42.958027

    		0.0 ms

  





  

    		2026-03-18 09:42:43.082725

    		0.0 ms

  





  

    		2026-03-18 10:42:43.742783

    		0.0 ms

  





  

    		2026-03-18 11:42:44.286825

    		0.0 ms

  





  

    		2026-03-18 12:42:44.58984

    		0.0 ms

  





  

    		2026-03-18 13:42:45.20446

    		0.0 ms

  





  

    		2026-03-18 14:42:45.219312

    		-0.3 ms

  





  

    		2026-03-18 15:42:45.908292

    		-0.1 ms

  





  

    		2026-03-18 16:42:46.601551

    		0.0 ms

  





  

    		2026-03-18 17:42:47.365611

    		0.0 ms

  





  

    		2026-03-18 18:42:48.228744

    		0.0 ms

  





  

    		2026-03-18 19:42:50.301937

    		0.0 ms

  





  

    		2026-03-18 20:42:50.310814

    		0.0 ms

  





  

    		2026-03-18 21:42:51.563059

    		0.1 ms

  





  

    		2026-03-18 22:42:52.032495

    		0.0 ms

  





  

    		2026-03-18 23:42:53.631614

    		0.0 ms

  





  

    		2026-03-19 00:42:55.252501

    		0.0 ms

  





  

    		2026-03-19 01:42:56.533486

    		0.0 ms

  





  

    		2026-03-19 02:42:57.760842

    		0.0 ms

  





  

    		2026-03-19 03:42:59.098742

    		0.0 ms

  





  

    		2026-03-19 04:43:00.53882

    		0.0 ms

  





  

    		2026-03-19 05:43:01.904614

    		0.0 ms

  





  

    		2026-03-19 06:43:02.22216

    		0.0 ms

  





  

    		2026-03-19 07:43:02.482081

    		0.0 ms

  





  

    		2026-03-19 08:43:03.570673

    		0.0 ms

  





  

    		2026-03-19 09:43:03.643066

    		0.0 ms

  





  

    		2026-03-19 10:43:04.299135

    		0.0 ms

  





  

    		2026-03-19 11:43:04.717697

    		0.0 ms

  





  

    		2026-03-19 12:43:04.739077

    		0.0 ms

  





  

    		2026-03-19 13:43:05.191507

    		0.0 ms

  





  

    		2026-03-19 14:43:06.00225

    		0.0 ms

  





  

    		2026-03-19 15:43:06.36976

    		0.0 ms

  





  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-03-26 12:10:58.361 UTC

    		199.247.35.72

    		Hege Nilsen Aukan (HNA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 12:14:48.393 UTC

    		199.247.35.72

    		Hege Nilsen Aukan (HNA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:14:29.601 UTC

    		164.10.46.63

    		Rolf Marquardt (RM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:17:33.463 UTC

    		164.10.46.63

    		Rolf Marquardt (RM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:43:27.896 UTC

    		164.10.46.64

    		Carl Molinero (CM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:44:37.028 UTC

    		164.10.46.64

    		Carl Molinero (CM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:43:39.067 UTC

    		213.115.9.150

    		Per Högberg (PH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:44:49.593 UTC

    		213.115.9.150

    		Per Högberg (PH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:51:14.003 UTC

    		164.10.46.61

    		Jennifer Barck (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:53:10.084 UTC

    		164.10.46.61

    		Jennifer Barck (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:51:10.493 UTC

    		164.10.46.61

    		Ingela Forsberg (IF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:53:15.99 UTC

    		164.10.46.61

    		Ingela Forsberg (IF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:52:09.038 UTC

    		199.247.35.68

    		Johan Sälgström (JS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:54:34.609 UTC

    		199.247.35.68

    		Johan Sälgström (JS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:52:36.413 UTC

    		199.247.35.83

    		Eva-Li Prades Eriksson (EPE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:54:44.182 UTC

    		199.247.35.83

    		Eva-Li Prades Eriksson (EPE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 13:52:32.048 UTC

    		164.10.46.64

    		Johannes Zandén (JZ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 13:56:23.118 UTC

    		164.10.46.64

    		Johannes Zandén (JZ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 14:13:31.583 UTC

    		62.119.65.134

    		Yulia Zhuravel (YZ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 14:24:39.533 UTC

    		62.119.65.134

    		Yulia Zhuravel (YZ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.

  

  

    		2026-03-26 14:26:05.816 UTC

    		62.119.65.134

    		Peter Nilsson (PN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-03-26 14:27:03.772 UTC

    		62.119.65.134

    		Peter Nilsson (PN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-03-16 18:55:25 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.

